2020 Cyber Crimes Bill

Sierra Leoneans in Technology

Response

Scan to download a copy
[ e e

Of e

Download a copy at http://bit.ly/slint-response




Outline

* Letter

* Executive Summary

* High-Level Findings and Recommendations
* Review Committee Team Members

 (Contact Details

* Detail Findings and Recommendations | b m
* Partl- Preliminary A O“t SLlnT

SLinT is a network of more than 100 Sierra

| Leonean technology professionals located
* Partlll - Powers And Procedures around the world

* PartlIl - Critical National Information Infrastructure

* PartIV - International Cooperation
* PartV - Offences
* Part VI - Administration And Enforcement

e Part VII - Miscellaneous Provisions

» References

Sierra Leoneans in Technology (SLinT) | https://slint.org | https://members.slint.org




Date: Wednesday 315, March 2021
From: Sierra Leoneans in Technology (SLinT)
To: The Government of Sierra Leone (GoSL) and interested parties

Re: Concerns Regarding the Cyber Crimes 2020 Bill

SLinT (Sierra Leoneans in Technology), a concentrated, progressive and apolitical
group of Sierra Leonean technology professionals worldwide, commend the Ministry
of Information and Communication's decision and hard work towards the 2020
Cyber Crimes Acts currently in review in Parliament. We strongly believe that we
need these types of legislations, when done right, to help the country develop and
use technology effectively while protecting the public in the suggested standards

and instruments by way of the tabled legislation.

While the Ministry and its partners have done an excellent job putting the bill
forward, we know the passing of such legislation is a massive uptake in a
problematic domain to find professionals globally, knowing those limits within
Sierra Leone for Cyber Security professionals. Cyber Crime is a global phenomenon
that is at the top of every government's legal system across the world at the moment.
[t requires urgent attention via legislation on the possible crimes that can be
committed and the potential violations of our fundamental human rights and
privacy, irrespective of which government is in power.

Hence, the approach should beg us to look at this with absolute neutrality and
scrutiny to safeguard our nascent democracy. SLinT has asked a community with
over 100 members listed from all walks of Technology professions ranging from
(Law, Cybersecurity, Network Security, Software engineers, Management
Consultants, Technology Architects, Blockchain, Cryptocurrency, Professors,
Technology entrepreneurs, and many more). These members come from some of the
most coveted Technology and consulting global giants to work for, such as
(Microsoft, Amazon, Facebook, Apple, Oracle, Google, IBM, Accenture, Northrop
Grumman, and many more).

Our candidates' pool, ranges from professors, senior management consultants,
and advisers to governments worldwide, to entrepreneurs doing business in
Sierra Leone and abroad. We host the most extensive set of qualified Sierra
Leonean technology professionals worldwide. We strongly believe that it is time
to put these Sierra Leonean conglomerates of brains to work for Sierra Leone.
We hope that you would heed our unbiased advice and know that this is
intended to be a constructive engagement for this bill and possible future
assistance in utilizing Sierra Leonean talents overseas as means of addressing
the brain drain.

While we have benefited from the host of technology professionals who were
able to provide feedback, we have also incorporated the layperson's viewpoints
in this document. And although this is our preliminary assessment in a short
period to respond, we may provide several iterations to the government. We can
serve as a resource for rectifications and general advice.

We once again congratulate the Ministry for the attempt to pioneer a much
needed remedy in the fight against Cybercrimes in the country. We look forward
to working with them in getting this right, to avoid a mistake that can send the
judiciary into a tailspin of civil right violations obscuring the core focus on

crimes that may have been committed.

Sincerely,

Tamba Sheku Lamin
President and Executive Board Member

Sierra Leoneans in Technology (SLinT)
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Executive Summary

SLinT believes that the Cyber Crimes Act in its current state has some reasonable provisions that are needed to decrease cybercrimes in Sierra
Leone. After our preliminary, professional and neutral review of the bill, we found that the legislation has significant loopholes, cannot be
effectively implemented, and represents a threat to data protection, citizens' privacy, human rights, and freedom of expression.

The current bill will make it very easy for police officers, the Minister, Judges, and Authorized persons to misuse their office powers to violate
data protection laws, privacy, and Sierra Leonean citizens' human rights. The bill extends the offence of criminal responsibility to numerous acts
that may have been committed through a computer system without providing the safeguards to guarantee civil liberties and fair adjudication of
matters. It concentrates investigative and enforcement powers with undefined fines and penalties to the Minister and a few others,
undermining this bill's intent as a new risk to the outcomes of the Sierra Leone Truth and Reconciliation Commission (TRC) report.

Computer Security or security in cyberspace is not as simple as catching the cybercriminal. It is about preventing the cybercriminal from
committing cybercrimes such as stealing or changing valuable national security data. If the cybercriminal is allowed to break into a secured
system, existing standards, guidelines, principles, tools, and processes are used to investigate the crime. This Cyber Crimes bill is the perfect
legislation to investigate and convict the cybercriminal. Governments and companies typically spend large sums of money on preventing
cybercrimes from happening by developing and enacting standards, policies, and guidelines and training employees and citizens on secure
computer systems.

SLinT is recommending that this bill is put on hold for further inclusive review with all relevant stakeholders. While at the same time,
we implement the data protection and privacy legislation as a precursor to enacting this bill, to guarantee due process for all citizens
irrespective of background, government, or favours as a matter of urgency. The view of amending the bill after passing it now on its current fast-
paced trajectory to enactment seems wrong in plain sight of these concerns.



Executive Summary Partl - Preliminary & Part II - Critical
National Information Infrastructure

Findings Recommendations
* Partl - Preliminary e Part], Section I - Preliminary
* Definitions for some key terms and phrases used in the bill * Define each key term or phrase used in the bill. Example;
are missing, leaving them up for interpretation by the Privacy, Authorized Persons, Terms, and Conditions, Such
police officers, judges, authorized persons, and the Conditions, reasonable grounds, reasonably required
Minister. Examples; Privacy, Authorized Persons, Terms . . . .
and Conditions, Such Conditions, reasonable grounds, * Partll, Section 2, subsection (1) - Designation of
reasonably required Critical National Information Infrastructure

®* Use an independent expert body to develop, and establish

* Partll - Critical National Information Infrastructure standards, policies and guidelines for what constitutes a

* Existing documentation, standards, policies, and guidelines - “Critical National Information Infrastructure.”
to professionally classify computer systems as Critical ) ] ] ] .
National Information System are missing in the bill. The * Partll, Section 3 - Audit and inspection of Critical
President and the Minister should not be the people National Information Infrastructure
deciding v_vhat constitutes a Critical National * Develop standards, policies, and guidelines that are
Information System. followed by all vendors, suppliers, MDAs, organizations,
* It will be impossible to implement the “Audit” and businesses, Etc. that are in the business of implementing
inspection of critical national information infrastructure if critical information systems to ensure all systems are
standards, guidelines, and policies are not available to secured by default and all system and user activities are
require each system to log every user and system activity. logged to facilitate accurate and efficient information
Computer systems cannot be adequately audited if they systems audits.

are not designed and implemented to log every user and
system activity.
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Executive Summary - Part III - Powers And Procedures

Findings

e PartlIll - Powers And Procedures

There are no existing data protection and privacy laws to
guide police officers and other authorized persons to
protect data collected during investigations. The privacy of
the accused persons' may be arbitrarily violated

The bill will allow any police officer or authorized person
without adequate training or qualification in cybercrimes
to apply to the High Court judge for a warrant.

Digital evidence will be accessed on-site by police officers
who are not trained and qualified digital forensic experts
without following an established chain of custody
procedure

Evidence may not be assigned to a digital forensics expert
to analyze and report findings.

The judges' standards to validate that the police officer is
qualified to investigate a cybercrime are missing.

Electronic evidence collected during investigations may not
be handled professionally due to a lack of existing
standards and training.

Data protection and privacy may not be respected when a
search is extended to related systems.
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Recommendations

Part III - Powers And Procedures

Develop and enact strong data protection and privacy
laws to ensure standards are followed when data is
collected during investigations.

Create standards, policies, and guidelines that are followed
by all investigating officers involved in evidence collection,
processing, and storage

Change the phrase “police officer” to “enforcement
officers trained and experienced in investigating
cybercrimes” with renewable cyber crimes related
credentials to investigate and prosecute cybercrimes

Add provisions in the bill to ensure digital evidence are
assigned to a digital forensics expert to analyze and report
findings and make provision for dismissal of tampered
evidence

Stipulate in data privacy and protection regulations, a Data
Minimization requirement for service providers who
collect and store user data, as in the EU’s GDPR.

If data privacy and protection regulations cannot be
enacted before the Cybercrime bill is passed, ensure there
is a separate section or clause that stipulates the data
minimization requirement and make it apply to all entities
that will collect and/or store user data.



Executive Summary - Part III - Powers And Procedures

Preliminary Findings Recommendations
* PartlIll - Powers And Procedures * PartlIll - Powers And Procedures
* Forcingan accused person to render any inf'ormation to *  Add provisions in the bill to require the following before it’s
aid an investigation without his/her lawyer's presence implemented.

may violate their rights.
Y & * Develop and enact policies, procedures, and guidelines

* Data intended for evidence may not be securely accessed for:
or copied to preserve the data integrity due to the lack of * The warrant request process

standards, policies, procedures, and training The process to collect and handle evidence

Chain of custody

Device collection

Email collection

Storage and inventory
Evidence examination process
Evidence analysis, and
Evidence reporting

* Not all information described in the bill may be relevant to
investigating cybercrimes. MDAs, businesses, and
organizations will be allowed to violate their consumers'

privacy to comply with some of the bill's provisions ,

* Establish a Forensics Lab to include
®* Restricted access
®* Tools including hardware and software
®*  Personnel Qualifications
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Executive Summary - Part IV - International Cooperation

Findings Recommendations
* PartlV - International Cooperation * PartlV, Section 13, subsection (1) - Spontaneous
information

* The Attorney-General will be allowed to mutually assist
and disclose Sierra Leone's data to foreign states and
international agencies without regard for international
treaties and relationships, human rights records, data
protection, and privacy laws?

* Sierra Leone will be allowed to provide information to
foreign states and agencies without a mutual assistance
treaty or arrangement in place.

* Sierra Leone or a foreign state or agency may request the
expeditious preservation of data stored for mutual
assistance, search, access, seizure, and security or
disclosure of the data without following due process. As a
result, the GoSL or foreign states may gain access to
protected data that will violate citizens' privacy.

* An exception is made for political offences or offences
related to political offences
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* Change the text to the following;

* “The Attorney-General may, subject to this Act, the
data protection and privacy laws, and with a prior
request, forward to a foreign state, information
obtained under this Act, where he considers that the
disclosure of such information may-"

Part IV, Section 13, subsection (1) - Spontaneous
information
* Change the text to the following;

* “The Attorney-General may only cooperate with a
foreign state or international agency that Sierra
Leone has a mutual assistance treaty or
arrangement in force for the purpose of -”

Part IV, Section 19, subsection (2)(a) - Expedited
disclosure of preserved traffic data

* Remove Part IV, Section 19, subsection (2)(a).

* Itis unfair to make exceptions for political offence or an

offence related to a political offence



Executive Summary - Part IV - International Cooperation

Findings

* PartlV - International Cooperation

Foreign states can request Sierra Leone to keep

confidential the facts of any requests for mutual assistance.

However, there is no joint statement for Sierra Leone to

ask the foreign state to keep secret the facts of any
requests for mutual assistance from Sierra Leone.

“all appropriate measures” and “preserve the specified
data in accordance with the procedures” may be
misinterpreted very easily.

A foreign state may request the search, access, security or
disclosure of data stored by means of a computer system
located within Sierra Leone, including data that has been
preserved under section 18 with first obtaining a valid
warrant to extend its investigations overseas. This will
open the door for rogue state actors to misuse the system.

Recommendations

Sierra Leoneans in Technology (SLinT) | https://slint.org | https://members.slint.org

Part IV - International Cooperation

Add a provision to ensure that Sierra Leone can request
foreign states and international agencies to keep
confidential the facts of any requests for mutual assistance
from Sierra Leone.

Clearly define the meaning of “all appropriate measures”
and “preserve the specified data in accordance with the
procedures” in the bill to ensure it cannot be
misinterpreted.

Part 1V, section 20, subsection (2) - Mutual
assistance regarding accessing of stored computer
data

Add a provision to require the foreign state or
international agency to prove that a warrant has already
been obtained to extend the investigations overseas.

Add procedures and standards to validate the authenticity
of request from foreign states and international agencies.



Executive Summary - Part V - Offences

Findings

* PartV - Offences

The fines and term of imprisonment for accused persons or
organizations convicted would be dictated by the Minister of
Information and Communications - a political appointee of the
Executive Branch. It is essential to ensure that the law’s
application is not arbitrary but on the specifics predetermined
without bias.

Exceptions are not provided for so-called “ethical” hackers
trained to detect vulnerabilities in computer systems and
networks.

Standards, policies, and guidelines to mark and display a
message on critical information infrastructure are missing.

Identity theft, cyberstalking and cyberbullying, and
impersonation content is vague and open to multiple
interpretations.

Cybersquatting offence is extended to international domain
names for which no MDA or corporate entity in Sierra Leone
has control. This will open the door for foreign governments
and corporations to sue individuals and corporations in Sierra
Leone on no basis.
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Recommendations

Part V - Offences

For all offences, please specify the imprisonment period
and/or fine amount in the sections to ensure the Minister and
Judge cannot arbitrarily change it favouring anyone. For all fines
in Part V, change all appearances of the following text.

®*  “commits an offence and is liable upon conviction to such fine or
term of imprisonment as the Minister may, by Regulation made
under this Act, prescribe” to “commits an offence and is liable
upon conviction to imprisonment for a period not exceeding
[PERIOD], or a fine not exceeding [AMOUNT], or both.”

In Part I1I - Offences and Penalties of the Nigeria “Cybercrimes
(Prohibition, prevention, ECT) Act, 2015” you will see an
excellent example of how it is done to avoid favoritism.

You can also see examples in PART II - Offences, Section 4,
subsection (1) of the HIPCAR Model Policy Guidelines and
Legislative Text

Make conditional exceptions for so-called “ethical” hackers who

are trained to detect vulnerabilities in computer systems and
networks.

Add “for the purpose of causing annoyance, inconvenience,
danger, obstruction, insult, injury, criminal intimidation, enmity,
hatred, ill will or needless anxiety to another or causes such a
message to be sent,” to subparagraph (a) of Section 35,
subsection (2),


https://www.cert.gov.ng/ngcert/resources/CyberCrime__Prohibition_Prevention_etc__Act__2015.pdf
https://www.itu.int/en/ITU-D/Cybersecurity/Documents/HIPCAR%20Model%20Law%20Cybercrimes.pdf

Executive Summary - Part V - Offences
Findings

Part V - Offences °

There are provisions in the online child sexual abuse
offences that will allow child pornography to be used for
bona fide scientific or medical research or law
enforcement without consent and regard for privacy.

The bill adds a second layer of registration for internet
cafes. This requirement will reduce the number of internet
cafes in the country and, therefore, access to the internet.
Also, it will add extra cost for café owners because the o
majority of our internet cafes today are not registered as

companies, and the National Telecommunications

Commission may not be adequately equipped to register ,
these cafes quickly. *

It may be impossible to implement and enforce a "breach

of confidence by service providers” due to the lack of

existing service level agreements (SLA) between the .
service providers and consumers and adequate

enforcement of current consumer rights laws.

A corporation may be required to close its business and
forfeit all of its assets if found guilty. Politicians and
competitors can misuse these provisions.
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Recommendations

PartV, section 38, subsection (3) - Online child
sexual abuse

* Change to

* “Notwithstanding subsection (1) a person shall not be
deemed to have committed an offence if he does an act
intended for a bona fide scientific or medical research or
law enforcement and followed the data protection and
privacy laws of Sierra Leone”

Remove partV, section 40, subsection (1)b or add provisions to
allow sole proprietor, enterprises and partnership businesses to
register and operate a cybercafe.

Require the Ministry of Information and NATCOM to develop
standards that will require service providers to issue service
level agreements (SLA) to consumers that can be honored

PartV, section 44, subsection (3) - Reporting cyber
threats

* Change to

* “Notwithstanding subsection (1), where a body corporate
is convicted of an offence under this Act, the Court may
order that the body corporate shall pay a fine not
exceeding [AMOUNT], or imprisonment for a period not
exceeding [PERIOD], or both ”



Executive Summary - Part VI - Administration And Enforcement
Findings

e Part VI - Administration And Enforcement
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The Minister will nominate the National Cyber Security Coordinator,
who will head the National Cyber Security Incidence Response
Coordination Center. The Minister is a political appointee with no
cybersecurity experience; hiring incompetent individuals to lead
that team could affect the citizens and the country's national
security.

The standards to determine the qualifications for the Computer
security incident response team (CSIRT) are not stated in the bill.

Concerns have been publicly raised by the Minister of Information
and communications that Sierra Leone does not have Cybercrime
legal practitioners at the moment. Having someone else leading this
effort with little or no experience in Cybersecurity (threat and
incident response) will be detrimental to the success of this bill's
implementation. It might negatively impact citizens if poor
decisions are made due to the lack of expertise.

The fees levied on the service provided may lead to price hikes and,
as a result, stifle technology innovation, access to financial services,
affordable communications, and internet services.

The head of the Financial Intelligence Unit (FIU) is not included in
the National Cybersecurity Advisory Council. FIU is a critical player
in fighting money laundering and terrorism, and the internet is used
in committing these crimes

The companies or institutions managing the national gateway into
and out of sierra leone are not included in the National
Cybersecurity Advisory Council.

Recommendations

e Part VI - Administration And Enforcement

Add provisions to make The National Cyber Security Coordinator
tenured like that of the Auditor-General or similar agencies upon
parliament's approval.

Make the National Cyber Security Coordinator public position to all
and be strict on years of experience, excluding educational
experience. The individual should have worked as a Cybersecurity
expert for at least ten years and have worked in incident response
threat and computer forensic. They have to understand compliance
and must have a strong policy background in Cybersecurity.

Consult other countries with reputable CSIRT institutions (other
African countries, like Nigeria, South Africa, Rwanda, Etc.).

Ensure that the CSIRT institution is unique and has the right
individuals for each role. Remember, there will be lives of innocent
citizens involved, and every wrong decision made will impact an
individual wrongfully found guilty.

Principles of scientific interpretation increase the reliability and
defensibility of decisions throughout an investigation, not only in
the final expert testimony phase. Such formalization of decision
making is particularly valuable when dealing with digital evidence
due to the potential for information overload, inaccuracy, error, and
bias. To confront these challenges consistently and to reduce the
risk of mistakes, it is vital to have qualified experts investigating
these cases.

Add the head of FIU and those of the companies or institutions
managing our national internet/communications gateway. They
have the tools to see the threats coming into Sierra Leone and going
out of Sierra Leone.



Executive Summary - Part VII - Miscellaneous Provisions

Our Preliminary Findings Our Preliminary recommendations
e Part VII - Miscellaneous Provisions e Part VII - Miscellaneous Provisions
* There are no related cybersecurity bills or laws ®* Provide a reasonable and timely timeline for a Data
referenced in the bill. Protection and Privacy bill.
* A standalone Cyber Crime bill without related laws for ®* Develop a "Search and Seizure of Digital Evidence" plan,
Data Protection and Privacy can leave loopholes for law, or policy and guidelines.

violating human rights, privacy, and data integrity.
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- High Level Findings and recommendations - Part II

Finding and Sections

Part ll, Section 2, subsection (1) -

Designation of Critical National Information

Infrastructure

No prior documentation, standards, policies
or guidelines identifying or defining “Critical
National Information System”

It is best practice to define Critical Systems
prior to enacting a Cyber Crime Act to
ensure the right systems are included.

*kk

Part Il, Section 3 - Audit and inspection of

Critical National Information Infrastructure

Computer systems cannot be audited
properly if they are not designed and
implemented using standards that require
them to log every user and system activity.

Why it's important

Potential abuse of power; it should not be
arbitrary.

*kk

This is important because computer
systems need to be secured. The goal is to
prevent the cybercriminal from gaining
unauthorized access. If they manage to
gain access, the activity logs will provide
insights to investigate the crime.
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Recommendation

Clearly define “Critical National Information
Infrastructure”.

Use an independent expert body to develop
and establish standards for what constitutes
a “Critical National Information
Infrastructure”.

Need renewable credential system. We
recommend three years.

*kk

Create standards, policies, and guidelines
that are followed by all vendors
implementing critical information systems to
ensure all system activities are logged to
facilitate audits.



Finding and Sections

e

igh Level Findings and recommendations - Part III (1/9)

Part lll, Section 5, subsection (3) (a) & (b) -

Search and seizure of stored computer data

No legal procedures for search and seizure
Digital evidence should not be accessed on
site. After the search and seizure process, a
chain of custody should be established until
the evidence is assigned to a digital forensics
expert to analyze and report his/her findings

k¥

Part lll, Section 7, subsection (2) (b) & (c) —

Production order

Violation of consumers privacy. No data
protection in place. Not all information
described in this section may be relevant to a
case.

Electronic evidence should be relevant to the
case, which cannot be defined until there is a
case. During the warrant request, an
investigator can request what is needed and
the relevancy to the case.

Why it's important

Without a clear definition of current best
practices and defining practical evidence
processing steps, targeted solutions to
problems and weaknesses are impossible.

k¥

It violates the rights of individuals to be free
from unwarranted searches and seizures in
their private spaces.

Sierra Leoneans in Technology (SLinT) | https://slint.org | https://members.slint.org

Recommendation

Create standards, policies, and guidelines
followed by all vendors implementing critical
information systems to ensure all system
activities are logged to facilitate audits.

k¥

Identify key challenges to privacy and outline
the legal and technical protections available to
the public.

Create and enact strong data protection and
privacy laws and reference them in this
section

Mandate security awareness training for all
companies dealing with electronic devices
connected to critical system



e

igh Level Findings and recommendations - Part III (2/9)

Finding and Sections

Part lll, Section 5, subsection (1) - Search and

seizure of stored computer data

e Any police officer or authorized person
without adequate training or qualification in
cybercrimes can apply to a judge of the High
Court.

e The qualifications of the "authorized person”
is not defined
Reasonable grounds is not defined
No clear description or qualification and
authority
'reasonably required' is not defined
The standards to be used by the judge to
validate that the police officer is qualified to
investigate such crime

Part lll, Sections (4) Scope of powers and

procedures, (5) Search and seizure of stored

computer data, (6) Record of and access to

seized data and (7) Production order

e No assurance is given to the public that
electronic evidence will be handled with due
process and by a professional.

e Data protection and privacy may not be
respected when a search is extended to
related systems

Why it's important

A loophole for abuse of authority

An unqualified police officer can mishandle
evidence and violate citizens human rights
and privacy and any person or organizations
associated with the person being investigated.

The "authorized person" can be anyone who
may or may not qualify and, if not qualified,
can mishandle evidence

Cybercrimes are investigated by specialized
law enforcement officers that are qualified in
investigating cybercrimes, and they undergo
regular training and certification

k¥

Sierra Leone does not have data protection
and privacy laws in place today. As a result,
investigators and service providers can easily
use this bill to violate the privacy of citizens
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Recommendation

Develop supporting standards, policies,
procedures, and guidelines for recruiting and
training law enforcement officers responsible
for investigating cybercrimes.

Develop supporting standards, policies,
procedures, and guidelines for digital
evidence processes based on industry
standards and best practices.

Change the phrase “police officer” to “trained
and qualified law enforcement officer” with
renewable credentials to investigate and
prosecute cybercrimes.

Define protocols for digital evidence

Address data data protection and privacy
concerns and follow established standards for
ensuring privacy during investigation

Make provision for dismissal of tampered
evidence

Define Chain of Custody



>

Finding and Sections Why it's important

Part lll, Section 5, subsection (1) - Search and

seizure of stored computer data.

e The term “Police Officer” is used. A police
officer may not be qualified to handle
electronic evidence.

e In most cases, professionalism is not being
used when there is an investigation.
Sometimes, it ends up worse than pre-
investigation of the said Cyber Crime. There
should be special task force to investigate and
make an arrest for such crimes. These
officers should be familiar with Cyber and the
policies, standards and guidelines involved in
this area. Not every police officer should
handle such cases.

k¥

Part lll, Section 8, subsection (5).c — Expedited

preservation and partial disclosure of traffic

data.

e Forcing an accused to render any information
to aid an investigation without his/her lawyer's
presence is a violation of their rights.
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e The usage of "Police Officer" may lead to
improper handling of evidence during a
search and seizure.

k¥

igh Level Findings and recommendations - Part III (3/9)

Recommendation

Change “police officer” to “law enforcement
officer” with credentials to investigate
cybercrimes

Replace “Police Officer” with “Investigating
Officer” An Investigating Officer must be
qualified.

k¥



>

igh Level Findings and recommendations - Part III (4/9)

Finding and Sections

Part lll, Section 5, subsection (4) - Search and

seizure of stored computer data.

e How does this authorized personnel extend
search across borders? Assume the other
computer system is in the USA or other EU
countries with different computer or cyber
policy specific to that nation.

k¥

Part lll, Section 6, subsection (4) - Record of

and access to seized data.

e Data intended to be used as evidence must
be securely accessed or copied to preserve
the integrity of the data.

k¥

Part lll, Section 7, subsection (1) - Record of

and access to seized data.

e From a data or Cyber-related point of view,
whoever is requesting a service provider
outside of Sierra Leone to provide service to
an institution in Sierra Leone must be
knowledgeable on the other country's data
governance laws. Not sure if a Sierra Leone
Judge can order a request like that.

Why it's important

Deliberately left blank

Referencenced in other slides
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Recommendation

Deliberately left blank

Referencenced in other slides



= '/'High Level Findings and recommendations - Part III (5/9)

Finding and Sections Why it's important Recommendation

Part lll, Section 5, subsection (7) - Search and
seizure of stored computer data.
e ‘Misuse of powers’ is not defined

k¥

Part lll, Section 5, subsection (8) - Search and
seizure of stored computer data.

e Vague and arbitrary
e Why is it the Minister that should prescribe
punishment?

*k%k

Part lll, Section 7, subsection (2) — Production
order

e No data protection policy or legislation in
place to protect the privacy and rights of
individuals.

e For example, billing and payment information
may not need to be disclosed for certain
investigations.

e See also subsection 6, subparagraph (f);
section 5, subsection (5); and section 6,
subsection (2), subparagraph (b).

If service providers are forced to hand over
subscriber data, they may release more data
to investigators than necessary for the case in
question if they have collected and stored the
information in such a way that does not allow
them to reveal only the required data items
selectively. This would infringe on individuals'
privacy, putting potentially confidential
information at risk of disclosure to
unauthorised parties.
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The process and requirement to obtain and
use data as evidence should be defined in the
context of data privacy and rights of the
individual.

Stipulate in data privacy and protection
regulations a Data Minimization requirement
for service providers who collect and store
user data, as in the EU’s GDPR.

If data privacy and protection regulations
cannot be enacted before the Cybercrime bill
is passed, ensure there is a separate section
or clause that stipulates the data minimization
requirement and make it apply to all entities
that will collect and/or store user data.



v igh Level Findings and recommendations - Part III (6/9)

Finding and Sections Why it's important Recommendation

Part lll, Section 8, subsection (2) - Expedited

preservation and partial disclosure of traffic

data. e This effectively allows service providers and
the government to snoop on users’
communications. It could easily be
repressively abused.

*k%k

Part lll, Section 10, subsection (1) -
Interception of content data.

k¥

Deliberately left blank
e Too broad, therefore potential for abuse of

powers, especially as smartphones are
classed as computer systems and data
privacy laws do not exist - To “collect or
record content data of ... transmission,” could
easily be repressively abused

Referencenced in other slides
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~ High Level Findings and recommendations - Part I (7/9)

Finding and Sections

Part lll, Section 8, subsection (1) — Expedited

preservation and partial disclosure of traffic

data.

You cannot acquire evidence for criminal

investigation and stated such risk on the data.

In digital evidence processing, the most
critical effort is to ensure that the evidence is
not tampered with, modified, lost or rendered
inaccessible in any form.

k¥

Part lll, Section 8, subsection (5) — Expedited

preservation and partial disclosure of traffic

data.

We found this to be vague. We assumed this
section refers to "an authorised" person
attempting to collect evidence or who can
request police assistance?

The word "mutual” is also vague and without
clear definitions of who or what "mutual
assistance" refers to leaves room for
discretion, improper evidence process and a
violation of privacy and human rights.

Why it's important

If they ignore proper forensics practice to
process electronic evidence and continue as
described, they risk destroying vital evidence
or having evidence inadmissible in a court of
law.

The lack of laws to mandate regulatory
compliance and liability if specific data are not
adequately protected could cause severe
legal ramifications.

Adding the aptitude to practice sound digital
forensics will ensure the overall integrity of
evidence presented in court.

A good understanding of the legal and
technical aspects will help capture vital
information to prosecute a case if the intruder
is caught.
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Recommendation

Develop Data Protection and Privacy

Acts.

Create policies, procedures and
guidelines for:

o

o O O O O O O O

o

o

o

Investigation request process
Collecting and handling evidence
Chain of custody

Device collection

Email collection

Storage and inventory

Evidence examination process
Evidence analysis, and

Evidence reporting

e Establish a Forensics Lab to include

Restricted access
Tools including hardware and software
Personnel Qualifications



—

igh Level Findings and recommendations - Part III (8/9)

Finding and Sections Why it's important

Part lll, Section 9, subsection (3) - Real-time
collection of traffic data

e No directives or laws to maintain privacy while
collecting data in real-time during
transmission.

e No mechanisms in place to be able to decrypt
and encrypted data being transmitted?

k¥

Part Ill, Section 10, subsection (1) -
Interception of content data

Deliberately left blank

Referencenced in other slides

e The government or anyone should not be
snooping on any citizen's data without their
consent. This is a violation of one's privacy.
Also, no clear definition of "serious offence" in
this case?
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Recommendation

Deliberately left blank

Referencenced in other slides



F—
igh Level Findings and recommendations - Part III (9/9)

Finding and Sections Why it's important Recommendation

Part lll, Section 10, subsection (3) (a) (b) -

Interception of content data

e |tis possible that the owner of the computer
system is not the one committing the crime (or
know nothing about a crime being committed
with his/her computer system)—no clear
guide on how the privacy of the owner of the
computer system will be protected.

Deliberately left blank Deliberately left blank

Referencenced in other slides Referencenced in other slides
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Findings and recommendations - Part IV (1/4)

Finding and Sections

Part IV, Section 13, subsection (1) -

Spontaneous information

This section is very open and has the
potential for misuse. The Attorney-General
will have too much power to disclose
information to foreign states

In the absence of standalone data protection
and privacy law and clear definition of “Such
condition”, the Attorney-General may be using
their judgement to determine what is
confidential and that is an area of concern for
the misuse of power

k%

Part IV, Section 14, subsection (1) - Powers of

the Attorney-General

Any foreign state or international agency may
not be an appropriate language. What about
foreign states and international agencies with
which Sierra Leone has no international
relationships and does not follow appropriate
international human rights, data protection,
and privacy laws?

Why it's important

The information may have been obtained
illegally without consent. The Attorney-
General is not a cybercrime expert and may
not have the required skills, tools and ability to
prove that (1) the foreign state requesting the
information had followed the laws of its state
and international laws (2) That prescribed
standards and processes were followed when
the information was obtained in Sierra Leone.

Sierra Leoneans in Technology (SLinT) | https://slint.org | https://members.slint.org

Recommendation

Recommendation for Part IV, Section 13,
subsection 1



4 indings and recommendations - Part IV (2/4)

Finding and Sections Why it's important Recommendation

Part IV, Section 15, subsection (2)a & b -

Authority to make and act on mutual

assistance requests

e “terms and conditions” and “such conditions”
are not clearly defined anywhere. What are
these terms and conditions? What existing
standards, policies or guidelines will be
followed to guide what is included or excluded
in the terms and conditions stated here.

k¥

Part IV, Section 15, subsection (6) - Authority
to make and act on mutual assistance

requests

e Foreign states can request Sierra Leone to
keep confidential the facts of any requests for
mutual assistance. However, there is no
reciprocal statement for Sierra Leone to ask
the foreign state to be confidential

Deliberately left blank Deliberately left blank

Referencenced in other slides Referencenced in other slides
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- Findings and recommendations - Part IV (3/4)

Finding and Sections

Part IV, Section 17 - Confidentiality and

limitation of use

1. Sierra Leone will be allowed to provide
information that may include PII to foreign
states and agencies without a mutual
assistance treaty or arrangement.

k%

Part IV, Section 18, subsection (1) - Expedited

preservation of stored computer data

1. Sierra Leone or a foreign state or agency may
request the expeditious preservation of data
stored for mutual assistance, search, access,
seizure and security or disclosure of the data
without following due process. This will make
it possible for the GoSL or foreign states to
access data that is private and open it to
misuse.

k%

Part IV, Section 18, subsection (3) - Expedited

preservation of stored computer data

1. “all appropriate measures” and “preserve the
specified data in accordance with the
procedures” may be misinterpreted very
easily. What is considered appropriate
measures according to this bill? The
procedures to properly preserve data is not
specified or referenced in this bill.

Why it's important

Deliberately left blank

Referencenced in other slides
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Recommendation

Deliberately left blank

Referencenced in other slides



indings and recommendations - Part IV (4/4)

4

Finding and Sections Why it's important Recommendation

Part IV, Section 19, subsection (2)a -

Expedited disclosure of preserved traffic data

e An exception is made for political offence or
offences related to a political offence

k%

Part IV, Section 20, subsection (1) - Mutual

assistance regarding accessing of stored

computer data

e \We were unable to find statements related to
data protection and privacy laws to be
followed

Deliberately left blank Deliberately left blank

k%

Referencenced in other slides Referencenced in other slides

Part IV, Section 21, subsection (1) - Trans-
border access to stored computer data

k%

Part IV, Section 22, subsection (1) - Mutual
assistance in real time collection of traffic data

k%

Part IV, Section 23, subsection (1) - Mutual
assistance regarding interception of content
data
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Finding and Sections Why it's important

Part V, Section 25, subsection (1) e A Minister is a member of the Executive
Unauthorised access. Branch and a Cabinet Member that can be
e Vague and concentrated power given to the replaced at any time by the President. They
Minister and Judges. may not be a disinterested party for want of
e Too arbitrary to leave sentencing decisions to favor
the Minister and Judges. e This will open a wide door for unfair

adjudication of matters
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igh Level Findings and recommendations - Part V (1/6)

Recommendation

Specify the imprisonment period and/or the
penalty amount in the section to ensure the
Minister and Judge cannot arbitrarily change
it favouring their friends and family. In Part Il|
— Offences and Penalties of the Nigeria
"Cybercrimes (Prohibition, prevention, ECT)
Act, 2015", you will see an excellent example
of how it's done to avoid favouritism or
misuse of power. You can also see examples
at PART |l - Offences , Section 4,
subsection (1) of the HIPCAR Model Policy
Guidelines and Legislative Text

Change the text in Part V, Section 25,
subsection (1) Unauthorised access to the
following; “A person, including a corporation,
partnership, or association, who intentionally
and without authorisation causes a computer
system to perform a function with intent to
secure access to the whole or a part of a
computer system or to enable such access to
be secured, commits an offence and is liable
upon conviction to imprisonment for a period
not exceeding [period], or a fine not
exceeding [amount], or both.”



https://www.cert.gov.ng/ngcert/resources/CyberCrime__Prohibition_Prevention_etc__Act__2015.pdf
https://www.itu.int/en/ITU-D/Cybersecurity/Documents/HIPCAR%20Model%20Law%20Cybercrimes.pdf

=

o

Finding and Sections Why it's important

e ltis important to make sure that application of
Part V, Section 26, subsection (1) the law is not arbitrary but on the specifics
Unauthorised access to protected system. predetermined without bias.
e |t does not take into account trained security
professionals who may have to conduct
Part V, Section 27, subsection (1) - security audits on systems (so-called “ethical
Unauthorised data interception. hackers.” This may make it difficult for them to
carry out their duties.

Part V, Section 28, subsection (a) -
Unauthorised data interference.

Part V, Section 29 subsection - Unauthorised
system interference.

Part V, Section 30 subsection 1 - Misuse of
device.
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'/High Level Findings and recommendations - Part V (2/6)

Recommendation

Specify the imprisonment period and/or
the penalty amount in the section to
ensure the Minister and Judge cannot
arbitrarily change it favouring their friends
and family. In Part Il — Offences and
Penalties of the Nigeria "Cybercrimes
(Prohibition, prevention, ECT) Act, 2015",
you will see an excellent example of how
it's done to avoid favouritism or misuse of
power. You can also see examples at
PART Il - Offences , Section 4, subsection
(1) of the HIPCAR Model Policy
Guidelines and Legislative Text

Make exceptions for so-called “ethical”
hackers who are trained to detect
vulnerabilities in computer systems and
networks. For example, see Section 30,
subsection (2).



https://www.cert.gov.ng/ngcert/resources/CyberCrime__Prohibition_Prevention_etc__Act__2015.pdf
https://www.itu.int/en/ITU-D/Cybersecurity/Documents/HIPCAR%20Model%20Law%20Cybercrimes.pdf

=

o

u u u u ' u
Finding and Sections Why it's important
Part V. Section 31 subsection — Unauthorised e |tis important to make sure that application of
disclosure of password. the law is not arbitrary, but on the specifics

predetermined without bias.

Part V, Section 32 subsection (1) — Computer- e The reference of data in context needs some
related forgery. clarification.

Part V. Section 32 subsection — Computer
fraud.
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'/High Level Findings and recommendations - Part V (3/6)

Recommendation

Specify the imprisonment period and/or
the penalty amount in the section to
ensure the Minister and Judge cannot
arbitrarily change it favouring their friends
and family. In Part Il — Offences and
Penalties of the Nigeria "Cybercrimes
(Prohibition, prevention, ECT) Act, 2015",
you will see an excellent example of how
it's done to avoid favouritism or misuse of
power. You can also see examples at
PART Il - Offences , Section 4, subsection
(1) of the HIPCAR Model Policy
Guidelines and Legislative Text
Basic Computer Awareness training is
needed
This goes back to the responsibilities of the
institutions. Do they have Security
Awareness Trainings in place to educate
their users on computer usage, etc.?
If such happens, who will be responsible for
the alteration of the data in question? What
is the institution doing to prevent the
occurrences of data alteration?



https://www.cert.gov.ng/ngcert/resources/CyberCrime__Prohibition_Prevention_etc__Act__2015.pdf
https://www.itu.int/en/ITU-D/Cybersecurity/Documents/HIPCAR%20Model%20Law%20Cybercrimes.pdf

=
igh Level Findings and recommendations - Part V (4/6)

u n u L} | | L} u
Finding and Sections Why it's important Recommendation
Part V, Section 33 subsection (1)— Identity e ltis important to make sure that application of the e  Specify the imprisonment period and/or
theft and impersonation. law is not arbitrary but on the specifics the penalty amount in the section to

predetermined without bias. ensure the Minister and Judge cannot

Part V, Section 34 subsection (1) — Electronic arbitrarily change it favouring their friends

signature. Could easily be abused

SIANEEULe. * y and family. In Part lll — Offences and
Part V, Section 35 subsection (1) Cyber e “Ought to know” too ambiguous Penalties of the Nigeria "Cybercrimes
stalking and cyber bullying. (Prohibition, prevention, ECT) Act, 2015",

you will see an excellent example of how
it's done to avoid favouritism or misuse of
power. You can also see examples at
PART Il - Offences , Section 4, subsection
(1) of the HIPCAR Model Policy
Guidelines and Legislative Text
e Add “for the purpose of causing annoyance,
inconvenience, danger, obstruction, insult,
Part V, Section 38 subsection — Online child injury, criminal intimidation, enmity, hatred,
sexual abuse. ill will or needless anxiety to another or
causes such a message to be sent,” to
subparagraph (a) of Section 35, subsection

Part V, Section 36 subsection — Cyber
Squatting.

Part V, Section 37 subsection — Infringements
of copyright and related rights.

e Clear definition of “ought to know” needs to
be noted
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https://www.cert.gov.ng/ngcert/resources/CyberCrime__Prohibition_Prevention_etc__Act__2015.pdf
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4

Finding and Sections Why it's important

e ltis important to make sure that application of
Part V. Section 39 subsection (1) — Attempting the law is not arbitrary, but on the specifics
and aiding or abetting. predetermined without bias.

Part V, Section 40 subsection (1), B -
Registration of Cybercafes.

Part V, Section 41 subsection — Cyber
terrorism.

Part V, Section 42 subsection — Racist and
xenophobic offences.

Part V, Section 43 subsection — Reporting
cyber threats.

Part V, Section 44 subsection — Breach of
confidence by service providers.
1.
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igh Level Findings and recommendations - Part V (5/6)

Recommendation

Specify the imprisonment period and/or
the penalty amount in the section to
ensure the Minister and Judge cannot
arbitrarily change it favouring their
friends and family. In Part Il — Offences
and Penalties of the Nigeria
"Cybercrimes (Prohibition, prevention,
ECT) Act, 2015", you will see an
excellent example of how it's done to
avoid favouritism or misuse of power.
You can also see examples at PART |l -
Offences , Section 4, subsection (1) of
the HIPCAR Model Policy Guidelines
and Leqislative Text

A fine must be defined.
Share the burden with purchaser


https://www.cert.gov.ng/ngcert/resources/CyberCrime__Prohibition_Prevention_etc__Act__2015.pdf
https://www.itu.int/en/ITU-D/Cybersecurity/Documents/HIPCAR%20Model%20Law%20Cybercrimes.pdf
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Finding and Sections

Part V, Section 41 subsection — Cyber
terrorism.

Part V, Section 42 subsection — Racist and

xenophobic offences.

Part V, Section 43 subsection — Reporting

cyber threats.

Part V, Section 44 subsection — Breach of

confidence by service providers.

Part V, Section 45 subsection — Employees

responsibility.

Part V, Section 46 subsection (2) — Corporate

liability.

Why it's important

It is important to make sure that application of

the law is not arbitrary but on the specifics,
predetermined without bias.
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igh Level Findings and recommendations - Part V (6/6)

Recommendation

Specify the imprisonment period and/or
the penalty amount in the section to
ensure the Minister and Judge cannot
arbitrarily change it favouring their friends
and family. In Part Il — Offences and
Penalties of the Nigeria "Cybercrimes
(Prohibition, prevention, ECT) Act, 2015",
you will see an excellent example of how
it's done to avoid favouritism or misuse of
power. You can also see examples at
PART Il - Offences , Section 4, subsection
(1) of the HIPCAR Model Policy
Guidelines and Legislative Text



https://www.cert.gov.ng/ngcert/resources/CyberCrime__Prohibition_Prevention_etc__Act__2015.pdf
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High Level Findings and recommendations - Part VI (1/3)

u u u u ' u
Finding and Sections Why it's important
Part VI, Section 47 subsection (1) & (2) — e If for any reason, an incompetent individual is
Corporate liability. serving as the head in this position, that

individual could make poor decisions. And

e There is a concern that the head of this those decisions could affect innocent citizens

position is based on an appointment by the
Minister.

e There is already concern that SL does not
have Cybercrime legal practitioners. Having
someone else leading this effort with little or
no experience in Cybersecurity (threat and
incident response) will be detrimental to this
bill's implementation and might negatively
impact citizens if poor decisions are made
due to the lack of expertise.

e The CSIRT head is unlike being a head of IT.
This individual should have some good years
of cybersecurity experience, no criminal
record (corruption included). Otherwise, there
could be bias in investigating and solving
sensitive issues that pertain to specific people
or persons in question of an incident. The
motivation will be different if the person in
charge is acting independently, based on their
expertise and integrity. Rather than through
connection.
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Recommendation

Make the position public to all and be strict on
years of experience, excluding educational
experience. The individual should have
worked as a Cybersecurity expert for at least
ten years and have worked in incident
response and threat, computer forensic, Etc.
They have to understand compliance and
have a strong policy background in
Cybersecurity



—

igh Level Findings and recommendations - Part VI (2/3)

Finding and Sections

Part VI, Section 47, subsection (2) ato f

— Corporate liability.

Does the government have a
cybercrime team?

What are the minimum experience
requirement for a SL CSIRT personnel?

Why it's important

e Principles of scientific interpretation

increase the reliability and
defensibility of decisions throughout
an investigation, not only in the final
expert testimony phase. Such
formalization of decision making is
particularly valuable when dealing
with digital evidence due to the
potential for information overload,
inaccuracy, error and bias. To
confront these challenges

consistently and to reduce the risk of

mistakes, it is important to have
qualified experts investigating these
cases.
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Recommendation

Consult other countries with reputable
CSIRT institutions (other African
countries, like Nigeria, South Africa,
Rwanda, Etc.)

Ensure that this institution is unique and
have the right individuals for each area.
Remember, there will be lives of
innocent citizens involved, and every
wrong decision made will impact an
individual found guilty wrongfully.



P =

~ High Level Findings and recommendations - Part VI (3/3)

Finding and Sections Why it's important Recommendation
Part VI, Section 49, subsection (1) d — e Anything computer and cyber related, e Make room to update the bill
Functions and powers of Council changes everyday and it is best practice periodically and establish version
to revisit the bill periodically and make control on the bill.
e | don’t see any area on the bill that amendment where necessary
states how often the bill will be reviewed e The bill should include teachings of
or revisited; including periodic e Will there be a cybersecurity awareness computer and cybercrime, including
amendment by the National month. Are there any established data privacy, in early education to
Cybersecurity Advisory Council curriculum already for schools and i university level, and within businesses
Committee. institutions? and government institutions.

e This is not much of a finding, but rather
a question. Will the promotion of the
educational program, research, etc. be
in collaboration with other institutions in
the country.
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https://members.slint.org



High Level Findings and recommendations - Part VII

Finding and Sections Why it's important Recommendation
Part VIl, Section 51— as it considers e A standalone Cyber Crime bill, without e Provide a reasonable and timely timeline
necessary or expedient for giving effect to related laws for Data Protection and for a Data Protection and Privacy bill.
Regulation. Privacy, can leave loopholes for e Develop a "Search and Seizure of

violation of human rights, privacy and Digital Evidence" plan, law, or policy and
e There are no related cybersecurity bills data integrity. guidelines.

or laws referenced in the bill.

Sierra Leoneans in Technology (SLinT) | https://slint.org | https://members.slint.org



Review

Committee Team
Members

/ Sierra Leoneans in Technology (SLinT) | https://slint.org | https://members.slint.org 40



Review Committee Team Members

Tamba Lamin

DPS. M.Sc., Tech. Mgmt.
Certified Tech. Architect
President, SLinT.

Alie Bangura
(CISSP, PMP)

Executive Board Member,
SLinT

Daniel Chaytor

M.Sc., Software Engineering
Lecturer and Head of
Department, IPAM

Evelyn Lewis

BA. Info. System.
Techpreneur & Executive
Board Member, SLinT

““ Akindele Decker

Poet, Writer and
-~ Digital Heritage
+ Professional

Desmond Macfoy

: MBA, BEng
" Chief Operating Officer at
KNS

Sierra Leoneans in Technology (SLinT) | https://slint.org | https://members.slint.org

e )

I Aminata Kondeh
. (SSCP)

M.Sc,, Digital Forensics & Cyber
Investigations
Executive Board Member, SLinT

Mohamed K. Musa

M.Sc., Software Engineering
Adjunct Professor,
Cybersecurity

Mohamed Lebbie

Malware Analyst
Researcher



Review Committee Team

Sahr Lebbie

Vice-President,

B Executive Board
. Member, SLinT

Thomas Songu
, Ph.D. MIS
e Head of ICT, Njala

== SLINT General
BAMSY Members

Sierra Leonean

.

Salieu Mansaray

M.Sc., IT, MCP
ISOC Chairperson

- Confidential

Name, CISM

M.Sc., MBA, CISM,

‘ - Certified Ethical Hacker

Emmanuel Saffa-
Abdulai

Solicitor, Barrister-at-law

Sierra Leoneans in Technology (SLinT) | https://slint.org | https://members.slint.org

- Abdulai Swarray

M.Sc., Cybersecurity,
Executive Board
Member, SLinT

Bintu Fatmata
Jonah, CISA, CISSP

M.Sc, IT

Elvis T. Enoh

Solicitor, Barrister-at-law



Contact Details

Sierra Leoneans in Technology (SLinT) &
+1 (240) 812-9133 []
info@slint.org X4

https://members.slint.org | https://slint.org S /

/,7


https://members.slint.org/
https://slint.org/

DETAIL FINDINGS
AND
RECOMMENDATIONS

eoneans in Technology (SLinT) | https://slint.org | https://members.slint.org



PART II - Critical

National Information
Infrastructure

Sections 2 to 3




Part II-Critical National Information Infrastructure

2. Designation of certain computer systems as Critical National Information Infrastructure.

3. Audit and inspection of Critical National Information Infrastructure
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Part II-Critical National Information Infrastructure

Text from the Bill

The Qyder Crime At 2020

PART [I-CRITICAL NATIONAL INFORMATION
INFRASTRUCTURE

Na. The Cyber Crime Act 2020

Information [nfrastructure.

e under subsection (1), nsay

2) APresidenta sy
lines. rules or procedures in

PART [1I - POWERS AND PROCEDURES

L) Po
spplicable 10 2

ander this Act shall be Seepe of
. powers aed
Ay precedures

(a) criminal offences under this Act.

Part I, Section 2, subsection (1) -

Designation of Critical National

Information Infrastructure

e No prior documentation,
standards, policies or guidelines
identifying or defining “Critical
National Information System”

Part Il. Section 3 - Audit and

inspection of Critical National

Information Infrastructure

e Computer systems cannot be
audited properly if they are not
designed and implemented using
standards that require them to log
every user and systems activity.
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Why is it important

Potential for abuse of power;
it should not be arbitrary.

This is important because
computer systems need to
be secured. The goal is to
prevent the cybercriminal
from gaining unauthorized
access. If they manage to
gain access, the activity logs
will provide insights to
investigate the crime

Recommendations

What constitutes a “Critical National

Information Infrastructure” should be
predefined.

Use an independent expert body to

develop and establish standards and

policies for what constitutes a “Critical
National Information Infrastructure.”

Need renewable personnel

cybersecurity and clearance
credentialing system.

Create standards, policies, and

guidelines to be followed by all vendors

implementing critical information

systems to ensure all system activities

are logged to facilitate audits.



" PART III - Powers and

)

Procedures

Sections 4 to 12
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Part III: Powers and Procedures

4.Scope of powers and procedures.

5.Search and seizure of stored computer data.

6.Record of and access to seized data.

7.Production order.

8.Expedited preservation and partial disclosure of traffic data.
9.Real-time collection of traffic data.

10.Interception of content data.

11.Confidentiality and limitation of liability.

12.Territorial jurisdiction.
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Part III: Powers and Procedures - slide 1 of 7

Text from the Bill

Na The Cybar Crime Act 2020

Na. The Cybar Crime Act 2020

Why is it important

Recommendations

Part lll, Section 5, subsection (3) (a) & (b) °

(%) Bas been acquired by person as a sesult of
the commisuca of an offence]

the Judge may issve a warrant which shall sothorise the ;\.$~ officer
or other with such

10aceess, seize o secure & specified computer sy vnu( opram. dota
or computer data storage medeum

(2) A wasrant issoed wnder subsection (1) shall sthorise
2 police officer o other auchorised person to

(a) seize ox vecuse a computer syiess ce part of
1 cx a computer data storage medvam.

(b) make and retain a copy of computer data.

() msntam the smtegnity of stored compeser
&

) Bave acc to. imspect and check the
cperation of a computer systens 1o which the
warrant applies.

) Bave access to any iformatica, code of

y which has the capability of
ing encrypted data contaned or
available to a computer system into an
sntellsgible format for the purpose of the
wasrast

® e & person possessiag knowledge
sbout e fonciamiag ofa & comput

& mesres agplid to prosect &

ther h

0
conducting an activty e v i
vection.

Na The Cyber Crime Act 2020

(B) have access 1o wach reascnable technacal and
other assistance as he may require for the
purposes of the wasran .

() As apphcanion usder subsection (1) shall provide
reascas explaiming why it s belseved that

@) the material sought will be found on the
presuses to be searched. o0

(%) the purpose of a search may be frustrated or
sexsously pueydsced wmless an myestigating
officer armiving at the premises can secure
ummedsate cutry (o them

) Where a police officer or other authorised person
thorsied to seas computer system or past of
1. under subsect believe that the data sooght

a
from or available to the initial system. the police officer oe other
authorised person may extend the search or accessing to vch other
system or sysems.

(5) Consputer data sezed under subsecticn (2) shall only
be lawdully used for the purpose for which it was ongsally obtained

(6) A police officer or oaher authorised person shall

() only sexze a computer system under sub-
secticn (2) whea itis

@) not practical to seize of secure the
coeputer data; oc

(@) necessary 1o casure that dats wll not

be destroyed, altered or otherwise
terfered with,

Na The Cyber Crome Act 2020

@  For the purposes of this sectioa, “subscriber
nformation” meams sy m Sormaticn <ontamed m the form of data or
sy form that s held by a service promder, relating 10 subscnibers of
it services. other than traffic data or content data, by which can be
established

(8) the type of communseation service used. the
technical provisions taken thereto and the

peniod of sernice

() the subscriber'dsdentity. poatal. geographic.
electronic mail address, telephone and other
cccccccc mber, billing and payment
nsormation available oo the baus of the
service agreement of armangessent. or

() amy oher informatica on the site of the
mtallation of commumICAton equIpmESt
available oa the basis of the service
agreement of aramgement

() A Jodge of the Hagh Court may, by order. require a
peron

(3) towhom an crder is made under subsection
. e

® m
wa

& ccenputer system, 1o whom 8
med under subsection (1) of

1o keep such crde o warrant confidentusd

(9 A person who fails o comply with an eeder under

subsecticn (1) commuts an offrece and 1s hable on conviction to soch
e o tevm of smpevsonment as de Munsster may, by Regulatson suade
under ths Act, prescribe

(5) A police officer or other muthorised person who uses
the powers gramted umder subsection (1) for 3 purpose other than
that stated 1 subsection (6) commuts an offence and is hable o
he Mazavter sy

susch fine e
by Regulation made under this Act. prescnbe

(6) An application usder subsection (1) shall sate the
reasons explaiming why it v beheved that

@ 2o ified compoter data sought is Kkely to
ailable with 3 person mentioned in
-nlv.g aph (3) ox (b) of subsection (1)

() am investigation may be frustrated or
sericusly prejudiced unless the specified
computer data or dhe subscriber information.

e 1 produced

dence saspected 1y likely to be
¥ a person meationed in
wibparagraph (a) or (b) of subsection (1):

(& subscribers, users of unique idestifiers who

the subgect of an 1avestigation of

peosecution, mry be disclosed as a result of

the producticn of the speaified computer
data

() anidennifid offimce is an offence in respect
of which the ceder 1 sought

() measuces taken shall prepare and ensure that
e speciied computer data wll be produced

® whalst masntaming the prrvacy of ccher
wsers, castomers and third parties. and

(@) without the disclosare of data of any
party who is not part of the
wvestigation, and

(5) moeasures takew shall prepare and emsure that
the peodiaction of the specified computer data
s carmed cut throwgh technscal means such

- Search and seizure of stored computer

data

e There are subjective legal issues on
procedures for search and seizure.

e Digital evidence should not be accessed
on-site. After the search and seizure
process, a chain of custody should be
established until the evidence is
assigned to a digital forensics expert to
analyze and report his/her findings.

Part lll, Section 7, subsection (2) (b) & (c)

— Production order °

e Violation of consumers privacy. No data
protection in place. Not all information
described in this section may be
relevant to a case.

e Electronic evidence should be relevant
to the case, which cannot be defined
until there is a case. During the warrant
request, an investigator can request
what is needed and the relevance to the
case.
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Without a clear definition
of current best practices
outlining effective
evidence processing,
targeted solutions to
problems and
weaknesses are
impossible.

It violates the rights of
individuals to be free from
unwarranted searches
and seizures in their
private spaces.

Create standards, policies, and
guidelines that are followed by all
investigating processes involved in
evidence collection.

Identify key challenges to privacy
and outline the legal and technical
protections available to the public.

Create and enact strong data
protection and privacy laws and
reference them in this section.

Mandate security awareness training
for all companies dealing with
electronic devices connected to
critical systems.



Text from the Bill

ibsection (1) shall provide
hat «

ght will be found on the

t the
ixnediate entry to then.

cenguter data
flly ased for the perpose

0 seize o secure the

data will not
ed or otherwise

The Cyber Orme et 2020 u

e syvierm oe grve sisch persom

10 cobant saformation u Bus povuession o coatred

Part III: Powers and Procedures cont. ...

Part lll, Section 5, subsection (1) -
Search and seizure of stored computer
data

e Any police officer or authorized
person without adequate training
or qualification in cybercrimes
cannot apply for warrants.

e No clear description, qualification,
and authority are defined for
“Authorized person.”

e ‘Reasonable grounds’ is not
defined.

e A judge must validate police
officers requesting warrants
through outlined standards and

procedures.

Part lll, Sections (4) Scope of powers
and procedures, (5) Search and seizure
of stored computer data, (6) Record of
and access to seized data and (7)
Production order
e No assurance is given to the public that
electronic evidence will be handled
with due process and by professionals.
e In the absence of data protection and
privacy laws, search and seizure may
be extended to systems that are not
specified in the warrant.

Why is it

important

A loophole for abuse of °
authority

An unqualified police officer

can mishandle evidence and
violate the privacy and human
rights of the person being
investigated and all other

people or organizations J
connected to that person.

An authorized person can be
anyone who may or may not
qualify, and if not qualified, can
mishandle evidence.

Cybercrimes are investigated

by specialized law

enforcement officers who are
qualified to investigate

cybercrimes and undergo

regular training and

certifications.

Sierra Leone does not have °
data protection and privacy

laws in place today. As aresult, e
investigators and service
providers can easily use this bill
to violate the privacy of citizens

Recommendations

Develop supporting standards, policies,
procedures, and guidelines for recruiting
and training law enforcement officers
responsible for investigating cybercrimes.
Develop supporting standards, policies,
procedures, and guidelines for digital
evidence processes based on industry
standards and best practices.

Change the phrase “police officer” to
“trained and qualified law enforcement
officer” with renewable credentials to
investigate and prosecute cybercrimes.

Define protocols for digital evidence
collection and storage.

Address data protection and privacy
concerns and follow established standards
for ensuring privacy during an investigation.
Make provision for dismissal of tampered
evidence.

Define Chain of Custody.



Part III: Powers and Procedures cont.

N The Cybar Crime dct 2020

() the servace providers. and

() the path deough which Se commenication
Eyi—

) The peniod 4;-~< etion of data requeed wnder
wabuactioa (1) shall not excend 90 da

) The period of prevervanon of dats usder ubrecticn
) maybe cmendod by Jadg ofthe Hgh Cort s farer aperifd
penod of ume. 0a s agphcation by a police officer o cdher authorsed
pevics. where vich eximuon 1 reawnably cequared x the papows
of

() a nvestigation or prowecution

(@) be responsibie 10 preverve the data for

@ & period set exceeding 90 days as
specilied m sobmection (3), o

any exsended persod permitied by &

S - s i o it

of the High Court sy
authorised person. crder 3 service prosuder %o

Part lll, Section 5, subsection (1) -
Search and seizure of stored
computer data.

e The term “Police Officer” is used;
a police officer may not be
qualified to handle electronic
evidence.

e There should be special task
forces to investigate and make an
arrest for cyber-related crimes.

Part lll, Section 8, subsection (5),c
— Expedited preservation and
partial disclosure of traffic data.

e Forcing an accused to render any
information to aid an investigation
without the presence of his/her
lawyer is a violation of their rights.
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Unqualified "Police Officer" may °
lead to improper handling of
evidence during a search and
seizure.

Change “police officer” t
enforcement officer” W|th credentlals to
investigate cybercrimes.



Part III: Powers and Procedures cont. ...

Text from the Bill

» Na The Cyber Orime Act 2020 u
() exercise reasonable care while the compaser
systems cx computer data o age medsusm i
"
(M A police offices or other anthormed person who
wmssnes the powers gransed undes this section commmts an offmce
and i hable

i o ers of
Mansstex sy, by Regedation made snder thas Act. prescribe

polace offices o oeher
e of the powers wnder thus
10 usch fine o

(@) give a copy of that kst 1o

@ the cccupeer of the preanes. or

) the perscn in control of the compuner
system

(€) actng oo bebalf of a person sader
sabparagraph (a) or (),

() Netwsthwanding winectica (3), a Judge of the High
Court may. spon wiicunt aed reascmable g allow  perwon
under vebparagraph (3) or (b) of subsecticn (2) 10 access of copy
comgutes data

7. (1) Where s s becessary or Gesirable for Ghe parposes of pyeducus
a0 invessgation, a Judge of the High Court may upon an spplicaticn. cedes
bya police offices e odber suthorssed person. ceder

() 8 perscn m powesiacn or control of spocibed
data vtored in & compoter system of &
commputer data vicxage medum o

() & service provides i possessi <connrol
of specified ssbucriber information relanng
10 servsces offered
@ = Sierra Lecae: ce

() haved cutude Servra Leves bus. offorg
153 servaces n Saerea Lecae.

10 bt s fermatson s by povsession o contrel

Part lll, Section 6, subsection (4)

- Record of and access to seized

data.

Data intended to be used as
evidence must be securely
accessed or copied to
preserve the integrity of the
data.

Part lll, Section 7, subsection (1)

- Record of and access to seized

data.

To collect evidence from a
service provider whose data
resides in another country, the
investigating officer must
understand the governance
laws where the data is stored.
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Why is it important

Recommendations

See recommendations on Data Protection
and Privacy laws.



Part III: Powers and Procedures cont. ...

Text from the Bill

Why is it important

Recommendations

The Cyber Crme 4t 220 n

the sy cr give vach pessem

) Sobyect 10 ssbuecticn (J). 3 police o
wsthormed persce dall. e reqoest. p

e

4) Based cutuds Saerra Loces but. cflrmng.
s services in Sarsra Locor,

10 wabert mfermmation = ke povescn oe costral

[ No The Cyder Omme et 2020

() A Jadge of the High Court may by eder, roquaee s

) %0 whom s arder s made uader wabsaction

© aad thard parties: snd

ihout the desclovare of data of any

ety whi past of the
mvesgation. xed

() measures wken sball prepure and cxere that

e et of the e ified comsgese dwa
 carmind out thrcugh techescal means uxch

Part lll, Section 5, subsection (7) - Search

and seizure of stored computer data.
e Misuse of powers is not defined

Part lll, Section 5, subsection (8) - Search

and seizure of stored computer data.

e Vague and arbitrary

e Why is it the Minister that should prescribe
punishment?

Part lll, Section 7, subsection (2) —

Production order

e No data protection policy or legislation in
place to protect the privacy and rights of
individuals.

e For example, billing and payment
information may not need to be disclosed
for certain investigations.

e See also subsection 6, subparagraph (f);
section 5, subsection (5); and section 6,
subsection (2), subparagraph (b).
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e Should be defined in the context of data
privacy and rights of the individual



Part III: Powers and Procedures cont.

Text from the Bill Why is it important Recommendations

W et Ome s » o Ot e e Part 1ll, Section 8, subsection (2) - e Could easily be repressively
oo {2y o o m—— Expedited preservation and partial abused.

sty or devicees @) avording a ravk oe valnerability that the

AR s Stpmcs doe i b el o disclosure of traffic data.

Firana . beis satisfied that

() avertig overly burdensome cost of soch

@) 8 specifid ccmpuner dat sored i & preservation ca the person in coatrol of the

computer system o computer data storage

S TN ol O o Part lll, Section 10, subsection (1) -

(5) A person 10 whom a notice under subsectson (1) is
given shall

O ey Yo ot T 0 Wi e 1 e Interception of content data.

destroyed or rendered inaccessble,

by e st e 1 e o o cmed Y e e Too broad; therefore, the potential for

computer system of compiter data wcrage medium, fequire

s i i Tt ® 1ay exended piod permined by 1 abuse of powers, especially as

@) Amotice under sabsection (1) may require a person in

L R T e i AN, smartphones are classed as computer

avstnce. whether 10 facalitate requests for

() the service povaders:and police asistance or mutual sesistance Systems and data privacy laws do not

requests, and

(9 donlon 1 ocm s pencain » ifin exist - To “collect or record content

amount of the non coatent data to enable a

(®) the path through whach the commemication
sted

) The period of preservaticn of data required wmder ace officer or other authorried pervon to

o 1) ok e 50 o Fey sy et s data of ... transmission” could easily

mvolved i the tranwmisica of the

O e o o . be repressively abused.

Deliberately left blank

other suthonsed 9 (1) Where there are reascnable grounds to believe that
pmm ‘M,mmm“m, s rea me required far the purposes waffic data avsociated wih \pnl.Sfd(munn-mAhun 15 reascnably °° - . .
o e P e e e e Referencenced in other slides

austhonised perscn. ceder a service provades to-

% No. The Cober Crime Act 2020 No. The Cyber Crime Act 2020 ”

() colect or record raflic dats i real-tune. and () awafic S S5 i alabile with the
ysten

™ |a\¢.p«¢..e affic data 1o the polic

scacmablec gprounds 1o believe tha

lw«&ll sdentifed elecer

cauiredfoe the puponcs of
Judge of the Vi

# lasreyaon
content

@) collect ox recoed. o

®) co-operate and a ompetens authonty
iy et i S

reascns explanang why it i
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Part III: Powers and Procedures cont.

Part lll, Section 8, subsection (1) —

Expedited preservation and partial
disclosure of traffic data.

(6 The period of geeservansn of data
33 ey b ey B of e Fhgh Comt s e peciied
e

puisbolimion mpphcann by s policv
o remscastly roqared o he

perscn. wheve vach exteaua
of

wndey sabnec

or oy -m«m

any extiended period permmied by
Jodge of the High Court uader
sutmection (4)

hciond pasm, & wreis poweiber

e You cannot acquire evidence for
criminal investigation and stated such
risk on the data. In digital evidence
processing, the most critical effort is
to ensure that the evidence is not
tampered with, modified, lost or
rendered inaccessible in any form.

Part lll, Section 8, subsection (5) —

Expedited preservation and partial

disclosure of traffic data.

e | find this vague. | assumed this
section refers to "an authorised"
person attempting to collect an
evidence; or who can request police
assistance?

e The word "mutual” is also vague and
without clear definitions of who or
what "mutual assistance" refers to
leaves room for discretion, improper
evidence process and a violation of
privacy and human rights.

If the forensics practice to
properly process electronic
evidence is ignored and
continue as described,
there is a risk of destroying
vital evidence or having
evidence inadmissible in a
court of law.

The lack of laws to
mandate regulatory
compliance and liability if
specific data are not
adequately protected could
cause severe legal
ramifications.

Adding the aptitude to
practice sound digital
forensics will ensure the
overall integrity of evidence
presented in court.

A good understanding of
the legal and technical
aspects will help capture
vital information to
prosecute a case if the
intruder is caught.

Develop Data Protection and
Privacy Acts.
e Create policies, procedures and
guidelines for:
o Investigation request
process
o  Collecting and handling
evidence
Chain of custody
Device collection
Email collection
Storage and inventory
Evidence examination
process
o  Evidence Analysis, and
o  Evidence reporting
e Establish a Forensics Lab to
include
o  Restricted access
o  Tools including hardware
and software
o  Personnel Qualifications

o O O O O



Part III: Powers and Procedures cont. ...

Text from the Bill

Why is it important

Recommendations

16 Na The Cyber Crime Act 2020

() collect ox rocord twafBc data wm real-timme: and

police afficer or thoewed perscm.
reasonably requared for the parposes of
(3) an mvestigation o prosecution.

(%) farther real-time collectson of recording of

traffic data necessary to achseve the purpase
for which the Order under sub-section (1) was
made.

Na The Cyber Crime Act 2020 ”

Part lll, Section 9, subsection (3) - Real-

1y burdensome cost of such
the persca in ceatrol of the
e

() An apphcation under subsection (1) shall state
||||| explaining why it is believed that

(a) awaffic data sought wall be avaslable wath the
person in control of the computer system.

) 2 typeof raffic data suspected will be found
<o that computer systeas

(&) the subject of an savessipas
may be found on that compater sy

(@) an identified offence is an offence in respect
of which the order i sought

(e) mcavures shall be taken to maistain the
peivacy of other uers, custoeers and third
parties. and

() there will be no disclosure of data of sy party

Dot part of the imvestigation.

(5) AJudge of the High Court may also requare a service
peovider 16 keep confidential, an Order under subiection (1) ad 2
warrant issued undes 5

under subsection (1) commsts an offency
1o such fine or term of smprmonzocnt as the M
s Act s ke

10 (1) Where there are reascmable grounds 1o bebeve that lnterception
the content ofa specsfically sdestified electronsc commmunscation 1s of content
daa

v ¥. oo an
applacatice by a polsce officer or other authorsed persce. order »
service provider to-

(a) collect ee record. e

(®) co-operate and assist a competent authonty
= the collection of reccrdsng of

time collection of traffic data

e No directives or laws to maintain
privacy while collecting data in real-
time during transmission.

e No mechanisms in place to be able to
decrypt and encrypted data being
transmitted?

Part lll, Section 10, subsection (1) -

Interception of content data

e The government or anyone should not
be snooping on any citizen’s data
without their consent. This is a
violation of one’s privacy. Also, what is
defined as a serious offence in this
case?
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Part III: Powers and Procedures cont. ...

Text from the Bill

No. The Cyder Crime Act 2020

content data of specified communication within the jurisdiction
transoutted by means of a computer system, m real-time.

(@) An Order for the real-time collection or recording of
content data under sub-secticn (1) shall not be for a period beyoad
90 days

() An application under subsection (1) shall state
seasons explaining why it 1s believed that -

(a) the content data sought wall be avmlable with
the person in control of the computer system.

(®) the type of content data suspected will be
found ca a computer system

(¢) anidentified offence is the offence for which
the wasrant is sought

(d) farther disclosures are needed to achieve
the purpose for which the warrant is to be
issued, where authority to seck real-time
collection or recording oo more than one
occasion 1s needed

(¢) measurestaken shall ensure that the real-time
collection or recording 1 carried out whilst
maintaining the privacy of other users.
customers and third parties without the
disclosure of mformaticn and data of any
party not part of the investigation.

(f) the investigation may be frustrated or
seriously prejudiced unless the real time
collection of recording is permitied: and

(8) toachieve the purpose for which the warrant
isbeing applied. real time collection o
recording by a person in control of a
computer system 15 Becessary.

No. The Cyber Crime Act 2020 19
@  Aperiod of real-time collection or recording of content
data under subsection (3) may be extended by a Judge of the High
Conrt for a farther specafied period of tume, on an apphication by a
police officer or other authonised person. where the extension s
reasoaably required for the purposes of -
(3) an investigation of prosecution
() achseving the objective for which the warrant
15 10 be 1ssued.
() ensuning that the real-time collection or
recording of content data 1s carmed out whalst
maintaining the privacy of other users,
customers and third parties and without the
disclosure of mnformation and data of any
party not part of the mvestigation.
(d) preveating an investigation from being
frustrated or senously prejudiced; and
(¢) averting overly burdensome cost of such real
ume recording and collection on the person
m  control of the consputer system
(5 AJudge of the High Court may also require a service
provider 10 keep confidential, an order made under subsection (1)
and a wasrant 1ssued under subsection (1) of section $
A service provider who fails to comply with an order
under subsection (1) commuts an offence and is lable oa coavicticn
to such fine or term of imprisonment as the Mimister may, by
Regulation made under this Act, prescribe.
11 (1) A service provider shall not be subject 10 civil or Coafidentialiey
crminal liabulity. unless it s established that the service provider - 24
imatatice.
of Bability

(3) hadactual notice, actual knowledge or willful
and malicious intent and not merely through
cmission or farlure to act; o¢

Part lll, Section 10, subsection (3)

(a) (b) - Interception of content

data

e |tis possible that the owner of the
computer system is not the one
committing the crime (or know
anything about a crime being
committed using his/her computer
system)—no clear guide on how
the privacy of the owner of the
computer system will be
protected.

Sierra Leoneans in Technology (SLinT) | https://slint.org | https://members.slint.org

Why is it important

Recommendations




PART IV

International Cooperation

Sections 13 to 24
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Part IV: International Cooperation

13. Spontaneous information

14. Powers of the Attorney-General

15. Authority to make and act on mutual assistance requests
16. Extradition

17. Confidentiality and limitation of use

18. Expedited preservation of stored computer data

19. Expedited disclosure of preserved traffic data

20. Mutual assistance regarding accessing of stored computer data
21. Trans-border access to stored computer data

22.Mutual assistance in real time collection of traffic data
23. Mutual assistance regarding interception of content data
24. Point of contact
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Part IV: International Cooperation

Part IV, Section 13, subsection (1) - e The information may have been e Recommendation for Part IV,

Spontaneous information

obtained illegally without

e This section is very open and has consent. The Attorney-General
» o The Cyber Orime dct 2020 ~a The Cyber Crime dct 2020 the potential for misuse. The is not a Cybercnme expert and
(b) had facilitated, asded or abetted the use by (a) assist the foreign state in mitiating or 1
g b ey oy S Attorney-General will have too may not have the requl r.ed
a4 A sy e T —— much power to disclose skills, tools and the ability to
e 2, s proads sl be e cdes s Acto N hx(mm)::::y(m1d¢dmd.1 N . . . prove that (1) the foreign state
S — e 1 odin g et e A information to foreign states requesting the information must
® ihe dclonse of 2ny 4 o ot g S s e ooy i b e In the absence of standalone data follow the laws of the state and
S S e s e el o b s protection and privacy law and international laws (2) Ensure
T2 © Th High Cout hall bv psdicin et ey B e i e R clear definition of “Such condition”, that prescribed standards and
Leone natsonal regardless of the place of commission state or international agency for the purpose of - i . f ” d h
A e s o i o B mar— the Attorney-General may be using processes were tollowed when
(1).shallbe  ifan offence under this Act was commatted - this Act; of 1 1 1 H
o) vt o their judgement to determine what the information was obtained in
ol e et e o S oyt Sl s , I . Sierra Leone.
panly st n S Lecue, o e S —— is confidential and that is an area
(<) when by such commission, damage is c3used e appropriste ssthority of » foreign siate respoasible n .
to2 mmalox flif’;ﬂ.ﬁ&"\gﬁ;::: i,::;ﬁ;f;ﬁmxia'.,,fm‘:‘m.;';'.mw'r’:m‘;u.‘?'.ﬂ..i of concern for the misuse of power
Lecae = -
PART IV INTERNATIONAL COOPERATION requests n:)\ ;“:;?;-L::‘f:l:'ﬁ‘::::;:‘xx(l)zu‘:a:x:oli‘;x:::zl Part IV' SeCtlon 14' SUbseCtlon (1) =
Spoomsems 13 (1) The Aiomey Geneal . st this Act 204 e led by he pprep e ey o o requesing s Powers of the Attorney-General

without prior request, forward to a foreign state, information
obtamned under this Act, where he considers that the disclosure of
such information may-

(4) For urgent request or communication, the
Iaternaticaal Police Organisation network may be used.

Any foreign state or international
agency may not be an appropriate
language. What about foreign
states and international agencies
with which Sierra Leone has no
international relationships and
does not follow appropriate
international human rights, data
protection, and privacy laws?
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Section 13, subsection 1



Text from the Bill

No. The Cyder Crime Act 2020

15 (1) TheAntomey-General may make requests ca behalf

of Sierra Leone to 3 foreign state for mutual assistance in a0

2 dorp d in Sierra Leooe.

relating 10  computer selated offence or collectioa of electranic
evdence

(2) The Attorney-General may. in respect of 2 request
from a foreign state for mutual assistance 0 a0 VestAton
commenced o€ prosecution instituted in that state -

() grantthe request, in whole or i part, a such
terms and condstions as may be deemed
accessary:

(®) refuse the request on such conditions as he
deems necessary. of

{c) postpone a request, 1n whole or 1 part, after
consulting with the appropeiate authority of
the foreign state, on the ground that grantmg
the request would be likely 10 prejudice the
conduct of an investigation of prosecution
in Sierra Leone

(3) Mutual assistance requests under this section shall
be effecruated
(3) 10 accordance with the procedures specified
by a foreiga state, except where it is
incompatible with the aws of Sierra Leone
o

(a) where the conduct alleged does not
constinste acrinse in both the forergn state
and m Sierra Leone:

(4) TheAnomey-Geeral shall, where appropeiate, before
refissing or postponing assistance, afier having consulted with the
foceagn state. consider whether the request may be granted partially
or subject 1o sach conditions, 25 be deemas necessary

No. The Cybar Crime Act 2020

($) The Aorey-General shall pecespdy ifiorm 2 foreign
state of -
(3)  the cutcome of the execution of a request
for mutual assistance

() any reason that readers impossible, the
execution of a request for mutual assistance
ot 15 likely to delay t sigaificantly, or

(c) any reasca for refisal o postponement of a
sequest for mutual assistance

(6) A foreign state may request that Sierra Leone keeps
confidential the fact of any request for mutual assistance, except 10
the extent necessary for its execution and if Sierra Lecoe cannot
comply with the request for confidentiality, it shall promptly taform
the foreign state, which shall then determine whether the request
should nevertheless be executed.

16, (1) Thas Act complements the Extradition Act, 1974 (Act
No. 11 of 1974) which makes provision fox the extraditicn of persons
accused or convicted of an offence in another couatry

(2) Extradition shall not be requested for 3a offence
usless it 15 an offence in both the foreign state and 1n Sierra Levae

(@) An offence under this Act shall be extraditable if the
penalty imposed is imprisoament for 2 term of not Jess than one
yeasorafioe equivalent to the peaalty of cne yeas impriscoment

1) will be subject 10 the condstions peovided
for by the Law of the foreign state of applicable extradition treaties
including the grounds on which the foreign state may refuse
extradition

(5) Inlme with the extradite or prosecute principle, where
extradition is refused ca the sole basis of

Part IV: International Cooperation

Why is it important

Recommendations

Part IV, Section 15, subsection (2)a

& b - Authority to make and act on

mutual assistance requests

e “terms and conditions” and “such
conditions” are not clearly defined
anywhere. What are these terms
and conditions? What existing
standards, policies or guidelines
will be followed to guide what is
included or excluded in the terms
and conditions stated here.

Deliberately left blank

Referencenced in other slides

Part IV, Section 15, subsection (6) -

Authority to make and act on

mutual assistance requests

e Foreign states can request Sierra
Leone to keep confidential the
facts of any requests for mutual
assistance. However, there is no
joint statement for Sierra Leone
to ask the foreign state to be
confidential.
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Referencenced in other slides



Part IV: International Cooperation

Text from the Bill

No. The Cyder Crime Act 2020

(a) the nancaality of the persca sought 1o be
extradited; or

() Sierra Leone having jurisdiction over the
offence,

the mvestigation or prosecution shall be conducted and the matter
reported to the forerga state.

” atual

aad bimsta.

tion of use

Expedsed
presesvation
of stored
computer
e

y o
m force between a forergn state and Sserra Leone, Seerra Leone shall
make the supply of mnformaticn in response 10 2 request on condition
thatit is-

(3) keptconfidential, or

(b) used caly for mvestigations or prosecutions
stated 1 the request

18 (1) Aforeign state mayrequest or obtasn the expeditious
preservation of data stored by means of a computer system, located
wathmn Swerra Leone, 1n respect of whach 1t mtends 1o submut a request
for mutual assistance, for the search, access, sezure, security o
disclosure of the data

(2) A request for preservation of data submitted under
subsection (1) shall specify the-

(3) authority seeking the preservation of data
(b) offence that 15 the subject of an mvestigation
of prosecution. mcluding a brief summary

of the related facts;

(c) stored computer data to be preserved and its.
relationship to the offence,

(d)

available nformation identifying the
custodian  of the stored computer data or
the locatson of the computer system:

(e

necessity of the preservation of data; and

No. The Oyder Ortme Act 2020

Part IV, Section 17 - Confidentiality and

(f) 1ntentson 1o submut a request for mutual
assistance for the search, access, seizure,
security, or dusclosuse of the stored computer
data

() Upoa receiving a request under subsection (1), the
Anomey-General shall take all appropriate measures to expeditiously
preserve the specified data in accordance with the procedures and
jpowers under thas Act

{4) A request under subsection (1) shall be effected where
the conduct alleged does not constitute 3 crume i both the foreign
state and in Sserra Leone.

(5) A preservation of data effected mn response to a
request under subsection (1) shall be for a period not less than 90
days, m order to enable the foreign state, to submut a request for the
search, access, sexzure, securtiy or disclosure of the data and following
the recerpt of such a request, the data shall continue to be preserved
until a final decision 15 taken on that pending request

19, (1) Wheredusingth ~
section 18, with 102 specified wisds

nously disclose to the foreign stase, suficient amount of traffic
data 1o 1dentify that service provader and the path through which the
COMMUNICINON Was transautted.

(2) Expedited disclosure of preserved traffic data under
subsectson (1) may caly be withheld where the -

(a) request concerns a political offence or an
offence related to 2 political offence; or

(®) Attorney-General considers that the
execution of the request 1s likely to prejudice
the sovereigaty of Sierra Leone, secusity or
publsc mterest.

limitation of use

Sierra Leone will be allowed to provide
information that may include Personally
Identifiable Information (PII) to foreign states
and agencies without a mutual assistance
treaty or arrangement.

Part IV, Section 18, subsection (1) - Expedited

preservation of stored computer data

under Expedited
ed &xclonze of

thata service provider in another state was involved in the preserved
transmission of the communication, the Attorney-General shall Tafic data

Sierra Leone or a foreign state or agency
may request the expeditious preservation of
data stored for mutual assistance, search,
access, seizure and security or disclosure of
the data without following due process. This
will make it possible for the GoSL or foreign
states to access private data and open it to
misuse.

Part IV, Section 18, subsection (3) - Expedited

preservation of stored computer data

“all appropriate measures” and “preserve the
specified data following the procedures” may
be misinterpreted very easy. What is
considered appropriate measures according
to this bill? The procedures to properly
preserve data is not specified or referenced
in this bill.

Part IV, Section 19, subsection (2)a -

Expedited disclosure of preserved traffic data

An exception is made for political offence or
offences related to a political offence.
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Why is it important

Page 24 and 25

e Confidentiality and limitation
of use.

e Expedited preservation of
stored computer data.

e Expedited disclosure of
preserved traffic data.

Recommendations

Deliberately left blank

Referencenced in other slides



Part IV: International Cooperation

Text from the Bill

% No. The Cyber Crime Act 2020
Mutual 2. (1) A foreiga state may request the search, access,
asustance  gecunity or disclosure of data stored by means of a computer system
::{:iz located within Sterra Lecne, inchuding data that has been preserved
of stored under section 18

computer

it (2) When makng a request under subsection (1), the

forega state shall provide adequate mformation ca the following-

@

I

the name of the authonty conducting the
1avestigation of prosecutica to whach the
request relates;

®)

a descriptica of the nature of the criminal
offeace and a statement setting out a
summary of the relevant facts and laws;

(c) a descripticn of the purpose of the request
and of the nature of the assistance bemg
sought

s

1n the case of a request to restrain of
confiscate assets believed on reasoaable
grounds to be Jocated 1a Sierra Lecae, detadls
of the offence m question, particulars of any

4

gation of
1n respect of the offence, including a copy of
any relevant restraining or confiscation
order;

(@

details of any procedure that the foreign state
wishes to be followed by Sierra Leone i
giving effect to the request, particularly m
the case of a request to take evidence;

(f) astatement setting out any wishes of the
foreign state concerning confidentiality
relating to the request and the reasons for
those wishes;

No. The Cyber Crime Act 2020

Part IV, Section 20, subsection (1) -

(@) detasls of the period within which the foreign
state wishes the request tobe  complied
with;

(1)

where applicable, details of the propenty,
conputer, computer system or device to be
traced, restramned, sexzed or confiscated and
ofthe grounds for believing that the property
15 belseved to be 1 Sterra Lecae.

details of the stored computer data, data or
program 1o be seized and sts relaticashsp to
the offence;

) nformation ideatifying the custodian of the
stored computer data of the location of the
computer, computer system or device;

S

() anagreement on the question of the payment
of the damages or costs of fulfilling the
Tequest, and

(M any other information that may assist i
giving effect to the request

(3) Upon receving a request under subsection (1), the
Anorney- General shall take all appropnate measures to obtam
necessary authonsation including a warrant to execute 10 accordance
wth the procedures and powers under this Act or any other law

() Upon obtaining necessary authonsation under
subsection (3). mcluding 3 warrant to execute, the Attorney-General
may seek the support and cooperation of the foreign state duning
such search and sexzure

(5) Upon conducting the search and seizure under
subsection (4), the Attorney-General shall provide the results of such
search and seizure, as well as the evidence seized, to the foreign
state.

Mutual assistance regarding accessing

of stored computer data

We were unable to find statements
related to data protection and privacy
laws to be followed
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Why is it important

Deliberately left blank

Referencenced in other slides

Recommendations
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Text from the Bill

The Cyder Crime Act 2020

Subgect to this Act, 3 police officer or other authorised
person may, without authonsation-

() access publicly available (opea sousce)

stored computer data, regardless of where
the datass located geographically: or

access of recerve through 3 computer system
m  Sierra Leone, stored computer data
locatedm  a foreign state, if such police
officer o¢ other authorised person obtains the
lawfuland voluntary consent of the person
who has the lawfial authorty 1o disclose the
data through that computer system

2 (1) Aforeign state may request the Attorney-General to
provide assistance in real ime collecticn of traffic data associated

Sierral means

No. The Cyder Crtme Act 2020

Part IV: International Cooperation

Why is it important

Part IV, Section 21, subsection (1)

(@ forther details of relevant traffic data

()  the necessity for use of powers under this
section; and

the terms for the use and disclosure of the
traffic data to third parties

(3) Upon receiving a request under subsection (1), the
JAnorey- General shall take all appropriate measures to obtain
necessary authorrsation including 3 warrant 1o execute upon the
sequest in accordance with the procedures and powers under this
Act or any othes law,

@) Upon obtaining necessary authorisatioa including a
warrant 10 execute a request under subsection (1), the Attorney-
General may seck the support and cooperation of the foreiga state
during the search and seizure

(5) Upon conducting the measures under this section

- Trans-border access to stored
computer data

Part IV, Section 22, subsection (1)
- Mutual assistance in real time
collection of traffic data

Deliberately left blank

Recommendations

Deliberately left blank

the Attorney-General shall provide the results of such measares as
9 8 o o seiemcn wider seovercton. () st well as real-time collection of raffic data associated with specified

FPOY: @ Gewitiockymiking s " communscation to the foreign state

Referencenced in other slides Referencenced in other slides
e e n o Mt
recording of content data of specified communication transmitted regardag

(b) the offence that is the subgect of a criminal
investigation or prosecution and a bref
summary of the related facts.

gecoding of 2 o Part IV, Section 23, subsection (1)
kst i e e - Mutual assistance regarding

@) A request for assistance under subsection (1) shall
specify-

(c) the name of the authority with access to the

relevant e daa ! the stiy making the roges; interception of content data
@ hlhrk:m!wn at which the traffic data may be () the offence that is the subject of 2 crimnal
o

InVestigation of prosecistion and 3 bruef
ummary of the facts
(e) the intended purpose for the required traffic e’ Lot

o () the name of the authoriry with access o the

edevant comams 1t
® sufficientinformation to identify the traffic , e
data, (d) the location at which or nature of the

communication.
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Part V - Offences

Sections 25 to 46
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Part V: Offences

25. Unauthorised access.

26. Unauthorised access to protected system.

27.Unauthorised data interception.
28. Unauthorised data interference.
29. Unauthorised system interference.
30. Misuse of device.

31. Computer-related forgery.

32. Computer fraud.

33. Identity theft and impersonation.
34. Electronic signature.

35. Cyber stalking and cyber bullying.
36. Cyber Squatting.

37.Infringements of copyright and related rights.
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38.0nline child sexual abuse.

39.Attempting and aiding or abetting.
40.Registration of cybercafe.

41.Cyber terrorism.

42.Racist and xenophobic offences.
43.Reporting of cyber threats.

44.Breach of confidence by service providers.
45.Employees responsibility.

46.Corporate liability.



Part V: Offences

Text from the Bill

Recommendations

Why is it important

Part V, Section 25, subsection (1)

A Minister is a member of

Specify the imprisonment period

0 No. The Cyder Orime Act 2020 Na. The Cyder Crime Act 2020 . .
@ e et s B e it e s g Unauthorised access. the Executive Branch and and/or the penalty amount in the
o o et bl Madis syl e Vague and concentrated power a Cabinet Member that section to ensure the Minister and
——— (© ol o videnc, th prvision of given to the Minister and Judges can be replaced anytime Judge cannot arbitrarily change it
(8) detailsofthe data of the relevant interception: ltgnhnf-anmnm and locating of suspects ° TOO arbltrary tO Ieave Sentencmg by the PreSldent We g y g
(b) the recipient of the communication: () A pomt of contact under subsecticn (1), shall - L. ki i . favouring their friends and family In
© e imwaded duraion o the wwe of the b w1 o e g decisions to the Minister and cannot control how fair o
gl A s i e Judges they will be Part Ill — Offences and Penalties of
poctionr wad ® h.ntd‘uw am:«n;lmdtempwmd o Th|S W|” Open a Wlde dOOF the ngerla "_\;C bercrlmes
(k) the terms for the use and dasclosure of the coordinate and enable access 10 mternational o
" il e e s A for favoritism (Prohibition, prevention, ECT) Act,
A, ?J Upca re«;ﬂv\mg a requz\::::d subsection u)‘ the expedited basis . ;
in acoordance with the procedares and powers under this Act PARTV . OFFENCES 2015 , you will see an excellent
) nx;\ruxnn—(jtnnnl shall ?ucwc\mnglbuazml 25 (1) A person. incloding a corporatica. partnershup. or Er:‘mw ) .
P e calcn 5 sor o ot o f s e e s S v s s et example of how it's done to avoid
communication to the foreign state. 10 the whole or & part of a conmputer system o 10 enable such access . .
I Y i —— oot ool g ol favouritism or misuse of power. You
nvestigating o prosecuting cybercrime shall designate a point of Regulation made under this Act, prescribe.

contact avalable cna 24-hour, 7-days-a-week basis, 10 order to ensure
the provisica of mmediate assistance for the parpose of investigation
o of offences related sputer systems and data. ot
for the collection of evidence in electroaic form

@) Tmmediate assistance to be provided under
subsection (1) shall include

(3) the provision of technical advice

@) For the purposes of this section, a person secures
access to computer dta stored i a computer system if by causmg a
computer system to perform a finction he -
(3) alters or crases computer data; or

(®) copies. transfers or moves computer data to

Sierra Leoneans in Technology (SLinT) | https://slint.org | https://members.slint.org

can also see examples at PART |l -

Offences , Section 4, subsection (1)
of the HIPCAR Model Policy
Guidelines and Legislative Text
Change the text in Part V, Section
25, subsection (1) Unauthorised
access to the following; “A person,
including a corporation, partnership,
or association, who intentionally and
without authorisation causes a
computer system to perform a
function with intent to secure access
to the whole or a part of a computer
system or to enable such access to
be secured, commits an offence and
is liable upon conviction to
imprisonment for a period not
exceeding [period], or a fine not
exceeding [amount], or both.” b



https://www.cert.gov.ng/ngcert/resources/CyberCrime__Prohibition_Prevention_etc__Act__2015.pdf
https://www.itu.int/en/ITU-D/Cybersecurity/Documents/HIPCAR%20Model%20Law%20Cybercrimes.pdf

Part V: Offences

Text from the Bill

Why is it important

Recommendations

No The Cyber Crtme Act 2020

@) a computer system or computer data
storage medium other than that i which
1t 1s stored. or

() adufferent location n the same computer
system of computer data storage
medium m which it 15 stored,

(¢) has the computer data outpat from the
compater system in which it is held, whether
by having it displayed o m any other manner

(d) uses the computer data

()  For the pusposes of this section. "unauthorised™
means access of any kind, 10 a computer system, program or data, by
apersca who  has been authorised to access a specific data in a
computer system and without lawful excuse, whether temporary oe
1Ot cause a computer system 1o perform a fanction other than those
authorised, with intent 0 secure access to the whole or a part of a
computes system o to enable such access to be
secured

(4) The absence of authority to secure access to the whole
oc any part of a computer system under subsection (1) includes
instances where there may exist general authority to access a
computer system but a specific type, nature or method of access may
not be suthorised

(5) For the purposes of this section intention or
recklessness needs not selate to-

() aparticular computer systen:
(®) aparncular program or data; of
(©) aprogram or data of any pasticulas kind

(6) A person shall be deemed to bave contravened
subsection (1)-

No. The Cyber Crime Act 2020

Part V, Section 26, subsection (1)

(@) in the absence of proof that the accused has
the requisite knowledge to access the
computer, program or data.

®) the fact that h
offence is impossidle

() m the absence of a program or data of any
particular kind

Unauthorised access to protected

26 (1) A person, including a corporation, partacrship, of
who h

or without causes a 2O
computer system to perform a function with intent to secure access by

108 computer of program of data used directly 1 connection with
or necessary for a Cratical Natsonal

an offence and 15 hable upon coaviction to such fine or term of
imprisonment as the Minister may, by Regulation made under this
Act, prescnibe.

(2) Aperson, ncluding a corporation, partnership or
association, who has been authorised to access a specific data in a
computer system and without lawful excuse, whether temporary or
not, causes a computer system to perform a finction other than that
authorised, of itentiopally permits tampering of sich computer
systems with intent to secure access 1o the whole or a part of a
computer system or to enable such access to be secured, commuts an
offence and is liable upon cosviction to such fine or term of
mprisonment as the Minister may. by Regulation made under thas
Act, prescribe

()  The absence of authonty to secure access to the
whole or any part of any computer system under subsection (1)
includes mstances where there may exist general authonity 10 access
a computer system but a specific type. nature or method of access
may not be authorised.

() For the purposes of this section intention of
recklessness need not relate to-

() aparticular computer system;
() aparticular program or data; or

(©) a program or data of any particular kind

system.
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Specify the imprisonment period
and/or the penalty amount in the
section to ensure the Minister and
Judge cannot arbitrarily change it
favouring their friends and family. In
Part Ill — Offences and Penalties of
the Nigeria "Cybercrimes
(Prohibition, prevention, ECT) Act,
2015", you will see an excellent
example of how it's done to avoid
favouritism or misuse of power. You
can also see examples at PART |l -
Offences , Section 4, subsection (1)
of the HIPCAR Model Policy
Guidelines and Legislative Text



https://www.cert.gov.ng/ngcert/resources/CyberCrime__Prohibition_Prevention_etc__Act__2015.pdf
https://www.itu.int/en/ITU-D/Cybersecurity/Documents/HIPCAR%20Model%20Law%20Cybercrimes.pdf

Part V: Offences

Text from the Bill Why is it important Recommendations

No. The Cyber Crime Act 2020

The Cyber Crime Act 2020

Part V, Section 27, subsection (1) -

o ASSOCHMICR,

2l (1) Aperson, mcluding a corporation. parterdhip, of
h

sescepts
oe camses o0 be intercepted noa-public transmissions of data 10 of
s dach,

ofwhich
() results ina significant financial loss:

(@) threatens national secunty

(c) causes phywical mjury or death to any
person; of

(@ thseatens public bealth oe public safety

comenits an offence and s lsable upen convactaan 1o aach fine of term
of the Minsstes may, de under thus
Act, prescnbe.

(2) Wherea person. inchsding a corporation. partner ship.
o msociaton, and without
causes 10 be intercepted. the transmission of data to or from 3
computer system over a telecommunication under subsectson (1), it
s immatenal whesher

(a)  the unauthorsed interception 1s not directed
at

@ atclecommunscations sysem.
(@) 2 parucular compater systen.
(m) aprogram or data of amy kand; or

() aprogram or data held in any particular
computer system

.
mods or alieration of a program or
data o amy aspect or astribute related to the
progran of data

(b) renders a program or data meanmngless.
wseless or meffective;

(c) obsruces, mnterrupts of iterfieres with the use
of any program or data or any aspect of
attnbute related 10 the program or data

() causes densal. prevention, suppressicn of
hindrance of access to a program or data or
amy aspect or atimituste related to the program
o data or to amy person entitled 1o 11

@ cavses u mpairment 1o the operation of a

() causes mpairment to the seliability of any
data, aspect o attribute related 10 a program
or data:

() causes impairment to the security of a
program or data or any aspect. attnbute
velated 1o a program or data; or

() enables any of the acts mentioned in
paragraphs (a) 10 (2) to be done.

Unauthorised data interception.

Part V, Section 28, subsection (a) -
Unauthorised data interference.

Part V, Section 29 subsection -
Unauthorised system interference.

Specify the imprisonment period
and/or the penalty amount in the
section to ensure the Minister and
Judge cannot arbitrarily change it
favouring their friends and family. In
Part Il — Offences and Penalties of
the Nigeria "Cybercrimes
(Prohibition, prevention, ECT) Act,
2015", you will see an excellent
example of how it's done to avoid

favouritism or misuse of power. You

comnmuts an offence and 1s lisble upon convicticn to uxch fine o teres
" s bR

() a8 unauthorised interception o an intended > this
o et o gy Act precate can also see examples at PART |l -
Vnowhorised B A person, including a corporation, partaership, or 2. A person. including 3 corporation, partnership, or Ussuborised
an = . .
b Sl Mo e i e o i, ety S e e e Offences , Section 4. subsection (1)

of the HIPCAR Model Policy
Guidelines and Leqislative Text
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Part V: Offences

Text from the Bill

No The Cyber Crime Act 2020

(3) interfores with, hinders, damages, preveats.
suppresses, detericeates, mipaiss or cbstructs
the functioning of a computer system:

(b) interferes with, hinders, damages, prevents.
suppresses, detenicrates. mpars or obstructs
the communication between or with a

computer system.

(©) interferes with or hinders access to a
computer system.

(d) impairs the operation of a computer system
(¢) smpurs the relmbility of a computer system:
(f) umpaxrs the security of a computer system. or

() enables any of the acts mentioned in
paragraphs (a) to (f) to be doe,

commits an offence and s liable upon coaviction to such fine or term
of impriscnment as the Minister may, by Regulation made under this
Act, presribe:

it shall not be an off with a computer
syvien: ken i and & b the tevas
of a warrant issued under this Act or any law:

No. The Cyber Crime Act 2020

(®) acomputer password, access code oc similar
data by which the whole or any part of &
computer system is capable of being
accessed. designed or adapied primantly for
the purposes of a computer system,

commits an offence and s lisble upoa conviction o such fine or term
of as the M: may, by de under thas

Act.prescribe.

Masme of
desace

30 (1) A person, including a corporation, partnership, or
by wtl

adapts, sells, procures for use, recetves, possesses, imports, offers
to supply. distnbutes or otherwise makes avadable -

(@) a device designed or adapted prmanly for
the purpose of commatting an offence under
this Act, or

) Notwithstanding subsection (1) a person shall not be
deemed to have comnutted an offence if he does an act under
subsectson (1), -

@) for the purpose of training, testing or
protection of a computer system. of

(®) in compliance of and in accordance with the
terms of a judicial crder issued or in exercise
of a power under this Act or any law

(3) For the purpose of subsection (1). possession of a
program of a computer password, access code, or similar data includes
having

(3) possession of a computer system which
contains the program of a computer

password, access code, of sumilar data

®

possessicn ofa data storage device in which
the program or a computer passwoed, access
code, or similar data is recorded: of

(€) control of a program or & computer password,
access code, or similar data that is in the
possession of another person

Deliberately left blank

Referencenced in other slides
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Why is it important

Recommendations

Specify the imprisonment period
and/or the penalty amount in the
section to ensure the Minister and
Judge cannot arbitrarily change it
favouring their friends and family. In
Part Ill — Offences and Penalties of
the Nigeria "Cybercrimes
(Prohibition, prevention, ECT) Act,
2015", you will see an excellent
example of how it's done to avoid
favouritism or misuse of power. You
can also see examples at PART |l -
Offences , Section 4, subsection (1)
of the HIPCAR Model Policy
Guidelines and Legislative Text



https://www.cert.gov.ng/ngcert/resources/CyberCrime__Prohibition_Prevention_etc__Act__2015.pdf
https://www.itu.int/en/ITU-D/Cybersecurity/Documents/HIPCAR%20Model%20Law%20Cybercrimes.pdf

Part V: Offences

Text from the Bill

Na The Cyder Ortme dct 2020

No. The Cyber Crime Aer 2020

Part V, Section 31 subsection —

Unauthorised disclosure of

31 A person, including a corporation. partaership, of
association.  who insentiomally or without autherisation discloses
toanother person a password. access code o other means of grmng
access 10 any program of data held i a compenter systews -

(a) for any wroagful gan

() for any unlawfl purpose; or

(€) 10 occasion snry loss

or wnselligible commts an offence and 1s hiable upon couvaction o
such fine or term of emprisonsent as the Minister muy. by Regulation
made under this Act, prescribe

2 A person. iscloding a corporation, partnership, o Computer
association, who intenticoally causes Joss of property, valuable ™
security o consideration 10 another person by

comusts an offence and s luble upos coaviction to wch fine o term
may, de under ths

Act, prescribe

T (1) A porscn, incloding & corporation, partnership, of
oo, who wsmtionally o without autbarsation mpets alters
deletes or suppresses computer data, resulting 1o wawthentsc data
with the iment that it be coasidered or acted upon for Jegal purposes
a5 1ft were authense. regardiess of whether of ot the data is directly

readable o intelligible, commutsan  offence and is liable upon
such fine o¢ 4 the Minister may,
by Regul de upder this Act, peescribe

@ A perscn. incloding 3 corporation, parmership, of
association, who dishonestly or with similar isent

(3) for wroagful gain
®) for wrongul Joss 10 anceher person; or

() for amy cconceic benefit foe cneself or for
another person.

wmtenticnally or without authorisation inputs, alters, deletes or
supprevies computer dats. rewsdung w smathente data with the west
that it be consadered or acted upon for legal purposes as if it were
suthentic. regardiess of whether of not the data 14 directly readable

() mputting. alievation, modificatca. deletion.
encration of a program ce

o

(©) copwing. transfernng or moving data or
program 10 anothes computer system, desice
o ssorge medium other than that im which it
15 Beld or 102 dufflerent location in any other
compater system. device of storage mediam

() usngany data or program. o

(¢) Baving any data o program output from the
computer systers i whach it s held, whether
by having ot displayed or in any other manner,

assword.

Part V, Section 32 subsection (1) —

Computer-related forgery.

Part V, Section 32 subsection —

Computer fraud.

with fraudulent or dsshonest imsent of procanng. without rrght. sn
econoea: benefit fo hunselfor for another persen comauts aa offmce.
and s lable  such fine o

the Mansster may, by Regulatson made under this Act, peescrsbe
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Why is it important

Credential shared during a
social engineering
expedition can lead to
wrongful prosecution

In the event the Minister is
incapacitate who assumes
the sentencing role

Recommendations

Specify the imprisonment period
and/or fine amount in the section to
ensure the Minister and Judge
cannot arbitrary change it in favor of
their friends and family. In Part Il —
Offences and Penalties of the Nigeria
“Cybercrimes (Prohibition,
prevention, ECT) Act, 2015” you will
see a good example of how its done
to avoid favoritism and misuse of
power. You can also see examples at
PART Il - Offences , Section 4,
subsection (1) of the HIPCAR Model
Policy Guidelines and Legislative
Text

The clause must clearly include
intent as a prelude to committing the
crime a remedy for mistake should
be considered.

*The court of law should handle
sentencing and fines, and both must
be clearly mentioned as defined in
the Nigerian version noted above.
*Security awareness training must be
made available computer and
electronic device users working in
sensitive sectors
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Part V: Offences

Text from the Bill Why is it important Recommendations

o m o obr Ome e - e v Orme e »= « PartV, Section 33 subsection e A single-gender is mentioned e  Specify the imprisonment period
T ey | olithimiimnoon: (1) ldentity theft and here. and/or the penalty amount in the
oo e e e ol el ek ol e impersonation. inister i - ini
S A e By i o oy o i U Sl o o e In the event the Minister is section to ensure the Minister and
wnder thas Act. Er«nbv card o other mstrament to humself or another person coments nn_ . . . . .
o i g g isng s s oy sy s incapacitated, who assumes Judge cannot arbitrarily change it
assocation. who fraudulently Act. prescnibe.
oy o o A ey s e < 2z | Part V, Section 34 subsection the role of sentencing favouring their friends and family. In
1dentification feature of any other person. or forges through electronic devices another person’s signature oe - - H
e conpeay msndte coumits 40 offence sod shall be Ksble on (1) —_ Electronlc s|gnature_ Part I” - Oﬁences and PenaltIeS Of the
s % e v — — Nigeria "Cybercrimes (Prohibition,
P e s i i " i
Ko, prevention, ECT) Act, 2015", you wil
O s b i O e s . . see an excellent example of how it's
Sy g g ommtl o sk b propery. o Part V, Section 35 subsection

done to avoid favouritism or misuse of
power. You can also see examples at

() detrimentally afficss that persce.

R o o O (1)- Cyber stalking and cyber

obwtruct, pervert or defeat the course cammats an offence and s lable upon canvaction to wach fine o term |
-

of justice, comsits an offemce and is may byR this I I H

e oo o g bullying.

term of mprisceament as the Mamister PART I I Off S t 4
may, by Regulation made undey s Act @) A perwon, mcluding a corporation. partnerdap, o = enCeS M eC |0n N
prescibe associanon. who knowingly of mtenticaally sends a message oo

other matter by meass of a computer system s network that

subsection (1) of the HIPCAR Model
Policy Guidelines and Legislative Text

e This clause has a loophole, and open
to misinterpretation needs to include
the opposite gender. Pronoun for the
other gender to be inserted

e The court of law should handle
sentencing and fines, and both must
be clearly mentioned as defined in the
Nigerian version noted above.
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Part V: Offences

Text from the Bill

Na. The Cyder Orime Act 2020

() s grossly offensive. pornographic or of an
indecent, obscene or menacing character or
causes any such message or matter 10 be 50
sent. or

() he knows 1o be false, for the purpose of

causng aano; veuscace. danger

0 iminal

iotinmdation. enmity. hatred.oll wall or meedless

anxiety to another or causes such a message
to be sent

commsts an offence and is liable upon convaction to such fine or term
of mpriscament as the Mimster may. by Regulation made under this
Act. presenibe.

() Notwithstanding subsection (1) a persca shall not be
deemed 1o have commstted an offence if he does an act

(a) for the purpose of preventing or detecting
amne.

) compliance of and i accordance with the
tereas of a judicial crder issued oe in exereise

of any powes under this Act or any law; or

o) _which isin the iaterest

No. The Qder Crime Act 2020

Part V, Section 36 subsection —

@ In awarding penalty agminst an offender under this
secticn, a court shall have regard to the following

@) refusal by the offender to relinquish, upon
formal request by the nghtfal onner of a name.
bussncss nanse. wademark, dosaxin name. o
other word or phrase regastered. owned of
use by any individusl. body corporate of
belonging to the Government of Sierra Leoae
o

() any attempt by the offender to obtain
compensation in any form for the release 10
the nightful owner for wse of the name
bussness name, tradensark, docaxin name of
other word or phrase registered. owned or
1 use by the mdividual. body corporate of
belonging 1o the Government of Sierra Lecoe

() In addition to the penalty specified in this section.
the coust may make an ceder durecting an offnder 1o relingquish such
registered mame, mark. trademark. domain nasme or other word o phrase
1o the nghtful owner

Cyber Squatting.

Part V, Section 37 subsection —

Infringements of copyright and

related rights.

Cyber
Squating

36 (1) Apersa. incloding a corporation. partmership, oc
amcciation. who mtentionally takes or makes use of a name. busimess
name, trademnark domam name or other word or phase regastered.
owned or m use by an ndinadual, body corparate of belonging 1o
povernmsent imstinstion  Sierra Leone, on the imternet of any other
comsputer network. without autherity ot right and for the purpose of
interfering with the use by the owner, registrant of legitimate prios
user, commits an offence and 15 hiable on convicticn 1o such fine

oc term of the Mamuster may.
umder thus Act. prescribe.

37 A person, including a corporation, partnership, or

associaton. who, through mput. alteration. modification. deletion, of .

Suppression or generation of a program or data o through use of a

compater, computer system or electromic device willfully infringes

any right protected under the Copyight Act, 2011(Act No. 8 of 2011)
o any law n force for protecticn of copyrights and related nights,
coenmts an offence and s liable upos consaction to wch fine of term
of the Masister may, by Regal thas
Act, prescribe

38 (1) A person. incloding a corporation. parmership. of
association, who. mtentionally

Oulioe chuld
senal

Part V, Section 38 subsection —
Online child sexual abuse.
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Why is it important

Recommendations

Specify the imprisonment period
and/or the penalty amount in the
section to ensure the Minister and
Judge cannot arbitrarily change it
favouring their friends and family. In
Part lll — Offences and Penalties of
the Nigeria "Cybercrimes
(Prohibition, prevention, ECT) Act,
2015", you will see an excellent
example of how it's done to avoid
favouritism or misuse of power. You
can also see examples at PART |l -
Offences , Section 4, subsection (1)
of the HIPCAR Model Policy
Guidelines and Legislative Text
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Part V: Offences

Text from the Bill Why is it important Recommendations

R e . e Part V., Section 39 subsection e How does the law handle e Specify the imprisonment period
() possesses, distributes,  produces. () Notwithstandang sabsection (1) a person sball ot be (1) - Attemptinq and aidinq or Current Cyber Cafe operator

wiews downloads, transmuts. dissenmmnates. deemed 1o have commutied an offence if he does an act intended for

: (Compliant timeline) and/or the penalty amount in the
A e e b 0 Fo paponcsa i ecicm abetting. section to ensure the Minister and

photographs, copies, provides location.

eorics etz el Py m———— Judge cannot arbitrarily change it
through a computer system of storage data “child pormography” includes data which, whether
medins; o visual or andio, depicts. . . . .
® doinionses & child's participation in () achild mgaged in sexually explicit conduct Part V! Section 40 subsection favourlng thelr frlends and famlly In
e © st g e it s (1). B — Reqistration of Part Ill — Offences and Penalties of

Act. prescnibe.

0 A pe Mg ok e b T e Cybercafes. the Nigeria "Cybercrimes

association,  who mtentionally poses. grooms or soliaits, through

@ LR network, 1o m chald for the of - » foding Y .
e i SR il ot & i S i et (Prohibition, prevention, ECT) Act,
(a) eagaging in sexus] actvity with the child Whernag

oo, icmps 0 commid o doos amy ot pexpecioy 10 i

of the of an

e e e 2015", you will see an excellent

umpriscament as the Minsster may. by Regulation made under this
@ coercion. mducement, force of threat is Act. prescribe
used.

R TR T example of how it's done to avoid

under subsection (1), sotwithstanding where the act in question

() engaging in sexual activity with the child
where-

(=) arecognised pounon of trust, authonty . .
e e o tok plce favouritism or misuse of power. You
(29) achild's mental or physscal dssabelsty o 4. (1) Noperson shall engage in the operation of a busimess Registration
situation of dependence is abused of providing cousputers for accessng the mternet, playog games. 0

el Semeprblack oo b borot o emdl can also see examples at PART |l -

() Bas a registered business name with the

omenits an offence and shall be hable
act

R’ullunmd under this Aect,

Koo o o A, o e Offences , Section 4, subsection (1)

2009). and

of the HIPCAR Model Policy
Guidelines and Leqislative Text

e  Current cyber café operators and
some small businesses must be
given a compliant timeline should
not be subjected to immediate
punitive actions.
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Part V: Offences

Text from the Bill

Why is it important

Part V., Section 41 subsection — e The use of Terrorist

Cyber terrorism. Act is vague in this

context

Part V, Section 42 subsection —

Racist and xenophobic offences.

% Na. The Cyder Crime Act 2020 No. The Qyder Crme dcs 2020
®) reg Naticaal () msults publicly through a computer system
Commission established under the or network any other person of group of
Telecommunicaticns Adt. 2006 (Act No. 9 of persons distinguished by race. colour
2006) a5 a b ith providing descent or aaticnal or ethnic origin, as well
computer access to the internet asreligion; of
() A person, including a corporation, partnership, or (d) distributes or otherwise makes available, to
association. who perpetrates electronsc fraud or onlme faud under thepublic, material which demses or
this Act using a cybercafé, commits an offence and is liable upon approves or justifies acts constituting
ction to such fine o term as the Minister may, genocide or crimes against bumanity,
by Regulation made under thas Act, prescribe.
commuts an offence and is liable upon coaviction to such fine o term
Cyter 4L (1) A person who accesses or cause 10 be accessed a of imprisonment as the Minister may. by Regulation made under this
S oonputer o computer system of network for purposes of a terrorist Act. prescribe
act, its a0 offence and is labl 10 such fine or
term of impriscament as the Minister may, by Regulation made under () For the purpose of subsection (1), "crime against
this Act, prescribe. humanity” includes any of the following acts committed as part of a
pread or attack directed against any cvilian
@) For purposes of this section, “terronst act” shall have population. with knowledge of the attack  murders, exterminatioa.
the same meaning as provided under the Anti-Moaey Laundering enslavement. deportation or forcible transfer of population,
and Combating of Financing of Terrorism Act, 2012 (act No, 2 of imprisonment, torture rape, sexual slavery. enforced prostitutio,
2012 forced pregnancy. enforced stenlisation or any other form of sexual
wiolence of gravity, pe against an
":’;M“:‘K 4 (1) A person. including a corporation, partnership, or group o political. racial, natsonal, ethaic, cultaral. religsous or gender
offences association,  who wath mntent- grounds, enforced dusappearance of persons, the crime of aparthesd,

(a) distnibutes or otherwise makes available
racist or xenophobic material 1o the public
through a computer system or network

®)

threatens through a computer system of
network any other person or group of
persons for the reason of beloaging to a
group distinguished by race, colour, descent
national or ethnic origin. as well as, religicn

other inhumane acts of similar character intentionally causing great
suffering o serious bodily or mental injury.

“genocide” means any of the following acts commtted
with intent to destroy in whole or 1n part. a naticoal
ethnic. racial o religious group as such:  killing
members of the group, deliberately inflicting oa the
group conditioas of life calculated to bring about
s physacal destruction in whole or in part, imposing
measures intended to prevent births within the
group, foreidly transferring children of the grovp 1o
another group:
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Recommendations

Specify the imprisonment period
and/or the penalty amount in the
section to ensure the Minister
and Judge cannot arbitrarily
change it favouring their friends
and family. In Part Il — Offences
and Penalties of the Nigeria
"Cybercrimes (Prohibition,
prevention, ECT) Act, 2015", you
will see an excellent example of
how it's done to avoid favouritism
or misuse of power. You can also
see examples at PART Il -
Offences , Section 4, subsection
(1) of the HIPCAR Model Policy
Guidelines and Leqislative Text

A terrorist act is broad and needs
to be clearly defined to avoid
misuse of the word and wrongful
impressment of innocent citizens
Define the crime and outline the
various punishments one is
exposed to as a violator.

9
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Part V: Offences

Text from the Bill Why is it important Recommendations

o —— - * — e Part V, Section 43 subsection — e Specify the imprisonment period

e gt b2t o] Reporting cyber threats. and/or the penalty amount in the

rqxr\enunouohd:«::‘mm vmkhad\:n« d;ﬁn;: nn:dh' virtue o:‘:'n ;:;:noc asa mn::oﬂd« forges, peovidens t' t th M . . t d

e ek s s gy o oo s st e . .

agmumo\‘:::::l‘apa:o(:&\:ld- based n?nnn;nhnda.mahwul:d\lnugeuwmzhmmlmpim\de‘Ies\ Part V, Section 44 subsection — Section 1o ensure the nister an

ol e e 3 e A s i e il . S Breach of confidence by service Judge cannot arbitrarily change it
R N oy g — oo roviders. favouring their friends and family. In

" system or network. whether public or private, shall immeduately (2) Where an offence under this Act commitied by a body

wnform the National Computer Secunty Inaidence Response Team of

an attack, intrusion and other disruption liable to hinder the

functioning of anotbes computer system or network. and the National

Computer Secarity Incidence Response Team shall take necessary
=1

P P

(2) Incrder 10 protect a compuser system of network under
subsectioa (1), the Naticaal Computer Security Incidence Response
Team may propose the isolation of an affected computer system of
network pending the resolution of the issues

() A person or institution who fails to report an incident
of an attack. intrusicn of other disruption hable to hinder the
functioning of another computer system or network to the Naticaal
Coeputer Security Incidence Respoase Team, within 7 days of its
occurrence, commits an offence and is liable to such fine of term of
imprisoament as the Minister may, by Regulatica made under this
Act, prescribe

copoeate is proved 1o have been committed oa the instigation o
wath th ofor to glect on the part of a
durector, manager, secretary or other like officer of the body corparate

or any officer parporting to act in any such capacity. be, as well as
the body corporate, where practicable, shall be deemed 1o have
commutted the offmce

() Notwithstanding subsection (1), where a body
corporate 1s comvicted of an offence under this Act, the Court may
ceder that the body corporate shall be wousd up and all its assets
and properties forfrited to the state

4) Nothng contaned m this section shall render a persca
Bable Rk that th 32 od
without has knowledge of that he exerased all due diligence to prevent
the commission of the offence

Part V, Section 45 subsection —
Employees responsibility.

45 (1) Without prejudice to any coatractual agreement
between an employer and employee. an employee shall relinqussh or
surrender all codes and access rights to his employer immediately
upoa disengagement fiom employment
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Part lll — Offences and Penalties of
the Nigeria "Cybercrimes
(Prohibition, prevention, ECT) Act,
2015", you will see an excellent
example of how it's done to avoid
favouritism or misuse of power. You
can also see examples at PART |l -
Offences , Section 4, subsection (1)
of the HIPCAR Model Policy
Guidelines and Legislative Text
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Part V: Offences

Text from the Bill

Na. The Cyber Crime Act 2020

@) An employee who, without any lawful reason
coatinues to hold unto the code or access night of his employer after
disengagement without any lawful reason commits an offence and
shall be liable upon conviction to such fine o term of impriscament
a5 the Minister may, by Regulation made under this Act. prescribe

Corporate
habxkty

46 (1) A natural person, who exercises management of
supervisory authority, based on -

(3) power of representation of a legal person.

(a) authonty to take decrsions on behalf of a legal
perscn

(6) authority 10 exercise control within a Jegal
person. acting either individually or as part
of an crgan of the legal person

commuts an offence under this Act, for the benefit of the legal person,
the legal person shall be liable for the offence under this Act

@ Where a natural person commits a criminal offence
under this Act, for the benefit of a legal person. due 1o the lack of
supervisica of control by a natural persoa. the legal persca shall be
hable for the offence under this Act

Ce.
sedination

entorcemest

PART V1- ADMINISTRATION AND ENFORCEMENT

47 (1) There shall be a National Cyber Secusity Incidence
Response  Coordimation Center responsible for managmng cyber
secusity incidents in Sierra Leone headed by the Naticaal Cyber
Secunty Coordinator, nomanated by the Minister

() The National Cyber Security Coordinator shall be
responsible for cyber security issues under this Act including

No. The Oyder Crime Act 2020

Part V, Section 46 subsection (2) —

(3) provision of support to computer systems
and networks in preventing and combating
ybercrme m Sierra Leone:

®) formulation and implimentation of naticaal
cyber security policy and cyber secunity
strategy

() overseeing of the management of computer
forensic laboratonies.

(@ provision of support to the Judiciary and
other law enforcement agencies in the
discharge of their fncticns in relation 1o
ybercrime m Sierra Leone

(&) promotioa of Sicrra Leone's involvement in
miermational cyber secussty cooperation. and

() doing such other acts or things that are
necessary for the effective performance of
the functions of the relevant security and
enforcement agencies under  this Act

48 (1) There is established, a National Cybersecunity

Advisory Council comprising the President as Chauman and the o

following other members
(a) the Manaster, Minastry of Finance:

[

the Attorney-General and Minister of
Justice,

(c) the Minsster of Internal Affaurs.

Establishment
of the

Advisory

Corporate liability.
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Why is it important

Recommendations

Specify the imprisonment period
and/or fine amount in the section to
ensure the Minister and Judge
cannot arbitrary change it in favor of
their friends and family. In Part Il —
Offences and Penalties of the
Nigeria “Cybercrimes (Prohibition,
prevention, ECT) Act, 2015” you will
see a good example of how its done
to avoid favoritism and misuse of
power. You can also see examples
at PART Il - Offences , Section 4,
subsection (1) of the HIPCAR
Model Policy Guidelines and
Leqislative Text
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Part VI

Administration and Enforcement

Sections 47 to 50
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Part VI: Administration and Enforcement

47. Co-ordination and enforcement.
48. Establishment of the National Cybersecurity Advisory Council.
49. Functions and powers of the Council.

50. Establishment of National Cybersecurity Fund.
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Part VI: Administration and Enforcement

Text from the Bill _____Findings | Why is it important

No. The Cyber Crime Act 2020

) Aan employee who, without any lawful reason.
continues 1o hold unto the code or access nght of hus employer after
disengagement without any lawful reason commits an offence and
shall be liable upoa conviction to such fine of term of impriscament
as the Minister may. by Regulation made under this Act, prescribe

Corporate 46 (1) A natural person, who exercises management of
BBl supervisory authority, based ca -

(2) power of representation of a legal person;

(a) authority to take decisions ca behalf of a legal
person;

(c) authority to exercise control within a legal
person, acting esther dividually or as past
of an organ of the legal person

commuts an offence under thas Act, for the benefit of the legal perscn,
the legal perscn shall be liable for the offence under this Act
@) Where a natural person commits 3 crumanal offence
under this Act, for the benefit of a legal person, due to the lack of
supervision or coatrol by a natural person. the legal person shall be
Liable for the offence under this Act
PART VI - ADMINISTRATION AND ENFORCEMENT
Co- 47. (1) There shall be 3 National Cyber Secunty Incidence
:;:""“" Response  Cocrdination Center responsible for managmg cyber
eaforcement S€CUNtY incidents in Sierra Lecoe headed by the National Cyber

Secunty Coordinator, noemunated by the Mimsster

(2) The National Cyber Secunty Coordinator shall be
respoasible for cyber secunity 1ssues under this Act includang -

The Cyber Crime Act 2020

st

@

(<

()

(e)

)

)

)

provisson of support to computer systems
and networks 1 preventing and combating
cyberarime 1a Sierra Lecae:

formulation and implmentation of naticnal
cyber secunty policy and cyber secunty
strategy,

overseeing of the management of computes
forensic Laboratones

provision of support to the Judiciary and
other law enforcement agencies in the
discharge of thew finctions wm relation to
cybercrime i Sierra Leone:

promotion of Sserra Leone's mvolvement m
miematicaal cyber secunity cooperation; and

doing such other acts or things that are
necessary for the effective performance of
the functions of the relevant security and
enforcement agencaes under this Act

48 (1) There is established. a National Cybersecurity
Advisory Council comprising the President as Chairman and the
followmg other members -

[5)
)

(c

)

the Minister, Mimistry of Finance.

the Attorney-General and Minister of
Justice;

the Minister of Internal Affars;

Establishment
of the
Natiozal
Cybersecunty
Advisory
Council

Part VI, Section 47 subsection (1) & (2)

— Corporate liability.

There is a concern that the head of

this position is based on an

appointment by the Minister.

There is already a concern that SL
does not have Cybercrime legal
practitioners. Having someone else
leading this effort with little or no
experience in Cybersecurity (threat
and incident response) will be
detrimental to the success of this
bill's implementation and might
negatively impact citizens if poor
decisions are made due to the lack of

expertise.

The CSIRT head is not the same as
being ahead of IT. This individual
should have several years of
experience in Cybersecurity, no
criminal record (corruption included).
Otherwise, there could be bias in
investigating and solving sensitive
issues that pertain to specific people
or person in question of an incident.
The motivation will be different if the

person in charge is acting

independently, based on their
expertise and integrity. Rather than

through connection.
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If for any reason an
incompetent individual is
serving as the head in this

position, that individual could

make poor decisions. And
those decisions could affect
innocent citizens.

Make the position public to all and be
strict on years of experience excluding
educational experience. The individual
should have worked as a Cybersecurity
expert for at least 10 years and have

worked in incident response and threat,

computer forensic, etc. They have to
understand compliance and have a
strong policy background in
Cybersecurity.



Part VI: Administration and Enforcement

Text from the Bill Why is it important Recommendations

2= T e Come 4 = = ok i *  Part VI, Section 47, subsection (2) e Principles of scientific e Consult other countries with
&;ﬁl@fﬁiﬂﬁﬁ?&"% . j{ﬂt&é?xfﬂlﬁl a to f — Corporate liability. interpretation increase the reputable CSIRT institutions (other
S s s o e i o AT T, e Does the government have a reliability and defensibility Afr!can countries, like Nigeria, South
SEe 6,0 Al ko s g gl ol sl cybercrime team? of decisions throughout Africa, Rwanda, Etc.)
s v i i i e What is the minimum experience an investigation, not only
) st e . ‘“"""“:“::ﬂ _ requirement as an SL CSIRT in the final expert e Ensure that this institution is unique
: Foe ot Sy

i e g il T personnel? testimony phase. Such and have the right individuals for

(¢) authority to exercise control within 2 legal

il ekt oo S formalization of decision- each area. Remember, there will be
conmitsaolence e this Act, i hebenetof e legal perscn et s making is particularly lives of innocent citizens involved,
the legal person shall be liable for the offence under this Act . ' .
e i B doeg ok e s e s e oo valuable when dealing and every wrong decision made will
2. ¢ 2 natural person commuts a CrumMnal jence necessary eflective rmance of
et s s o T ety with digital evidence due impact an individual found guilty
A A 0 Thes s et Yot bty st to the potential for wrongfully.
PART VI- ADMINISTRATION AND ENFORCEMENT Adwvisory Council compnising the President as Chamrman and the :"ah::.l . .
() Thre b s Naol e Sy e oot el ‘ o information overload,
= S ooy vomi e irer syl e e ), oMb My e rasncs s inaccuracy, error and
Security Coordinator, noemnated by the Minsster (b) the Atorney-General and Minister of .
Justice;
@) The National Cyber Security Coordinator shall be bias. To confront these
respoasible for cyber secunty 1ssues under this Act including - (c) the Minister of Internal Affaurs;

challenges consistently
and to reduce the risk of
mistakes, it is important to
have qualified experts
investigating these cases.
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Part VI: Administration and Enforcement

Text from the Bill Why is it important Recommendations
Part VI, Section 49, subsection (1) e Anything computer and e Make room to update the bill
5w The O e et x. ot o e d — Functions and powers of cyber-related changes periodically and establish version
) s s sl o dessisl S et v B ol el G et Council every day, and it is best control on the bill.

defences,  techniques and
processes

() The Council shall have power to regulate its
proceedings and make standing crders with respect tothe bolding of
its mectings, otices 1o be given, the keeping of manutes of its
proceedings and such other maters as Council may, from time to
tume determmune

50. (1) Thereis established a fimd which shall be known as

ary the Nanonal Cyber Security Fund

(2) There shall be paid and credited nto the Fund
established under subsectson (1) and domscaled in the Central Bank
of Sserra Lecne

(a) alevyof0.005 of all electronic transxctions
by the businesses specified in the Schedule

(®) grants-in-aid and assistance from donce
talateral and mulnlateral agences.

(<) all other sums accruing 1o the Fund by way
of gfts, endowments, bequests or other
voluntary contnibutions by persons and
crganisaticas:

Provided that the terms and conditicns attached to such
gifis, endowmsents, boquests of contributicas will not jeopasdize the
fimctions of the Agency, and

(d) all ocher monses or assets that may. from time
10 time accrue to the Fund

deductible.

(4) The levy imposed under paragraph (a) of subsection
(2) shall be remitted directly by the affected businesses or
ceganszations wto the Fund docuciled m the Central Bank withm a
period of 30 days.

() Anamount not exceeding 30 percent of the Fund nay
be allocated fox programs relating o public eduxation and awareness
raising ca cyber security issacs

(6) Theoffice of the Natonal Computer Secunty Incadence
Response Team Coordinatson Centre shall keep proper records of the
accounts whach shall be audsted m accordance with guadelmes
provaded by the Audstor-General of Sierra Leone.

PART VI MISCELLANEOUS PROVISIONS

S as it coasiders necessary of expedient for giviag effect to Regulations

this Act

| don’t see any area on the bill
that states how often the bill will
be reviewed or revisited,
including a periodic amendment
by the National Cybersecurity
Advisory Council Committee.

This comment is not a finding but
rather a question. Will the
promotion of the educational
program, research, Etc., be in
collaboration with other
institutions in the country.
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practice to revisit the bill
periodically and make
amendment where
necessary

Will there be an
enforcement of a
cybersecurity awareness
month. Is there any
established curriculum
already for schools and
institutions?

The bill should include computer and
cybercrime teachings, including data
privacy, in early education and up to
the university level. Of course, all
businesses and government
institutions.



PART VII -

MISCELLANEOUS PROVISIONS

Section 51
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Part VII: MISCELLANEOUS PROVISIONS

51. Regulations
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Part VII: MISCELLANEOUS PROVISIONS

e There are no related A standalone Cyber Provide a reasonable and timely
PR PR cybersecurity bills or laws Crime bill, without related timeline for a Data Protection and
S1, sk omtiders mecensry o expoicat i giing el 1o Replon referenced in the bill. laws fqr Data Protection Privacy bill. .
this Adt. ) and Privacy can leave e  Develop a "Search and Seizure of
loopholes for violation of Digital Evidence" plan, law, or
human rights, privacy policy and guidelines.

and data integrity.
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